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Application Profile



zenon EE Application Profile

Renewables Substation Distribution Hydro Power



Renewables

 Wind

 PV

 ESS



Substation

 Transmission

 Distribution

 Industrial

 Railway



Distribution

 Multi-Domain

▪ Electricity (medium voltage)

▪ Gas

▪ Water

▪ Heat



Distribution – Focus Area

Entire country

ABB
GE
PSI

Siemens

Big city
> 100.000

ABB
GE
PSI

Siemens

Small city  
<100.000

zenon

Any 
substation

zenon



CRM
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System
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Real-time 
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“A Distribution Management System (DMS) is a collection of applications designed to 
monitor & control the entire distribution network efficiently and reliably.” (Wikipedia)
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Hydro Power

 Power Unit

 Plant

 Cascade

 Dam



Product



Why zenon Energy Edition?



Awareness

 Worldview

 Alarm system

 Trending

 Topological coloring

 Connectivity states



Control

 Command processing

 Automation

 Command sequencing and teaching

 Interlocking

 Topology check

 Simulation mode



Connectivity

 Downstream communication

▪ 300 protocols

 Upstream communication

 SQL-DB

 SAP

 Cloud



Investigation

 Simulation mode

 Event list

 Historian

 Process recording

 Reporting

 Trending



Why zenon Energy Edition?



Compatibility Concept (Engineering)

Editor 8.00 Runtime 8.00

Runtime 7.50

Runtime 7.00Editor 7.00

Runtime 6.20

…



Compatibility for Future-Proof Projects

 Minimized risk for 
updates and upgrades

 Always up to date with 
technology

 No expensive machine 
downtime

 Simple servicing and 
maintenance

 Use of the latest 
operating systems and 
security standards

ENGINEER PC

zenon Editor

Project

compile for:

7.60

zenon 
Runtime

zenon  7.60

zenon  7.20

zenon  6.20

zenon Project Backup 
in version 7.20



Compatibility Concept (Runtime)

Runtime 8.00
Client

Runtime 7.50
Server

Runtime 6.20
Server

SS 1 SS 3

CC

Runtime 7.11
Server

SS 2



Scalability

Small touch 
screen

Single 
monitor

Double 
monitor

Redundant 
work stations

Full control center with redundant 
servers and client work stations



Scalability Top Level: SCADA with DMS



References



Medium Voltage

Low Voltage

Reference 
Areas

Wind Farm

Distribution Grid

Transmission Grid

up to
≈150 MW

≈2 MW

City
Power Plant

Industrial
Customers

Solar Farm

Rural Network

≈400 kWFarm

≈3 MW
SubstitationsCity Network

≈30 MW
Industrial Power Plant

Factory

50 kV

High Voltage

110 kV and up

Extra High Voltage

265 to 275 kV
(mostly AC, some HVDC)

Coal Plant

≈600 MW

600 – 1700 MW

Nuclear Plant

≈200 MW Hydro-Electric Plant

Medium Sized
Power Plant



Application Examples



References: Energy & Infrastructure

http://www.sprecher-automation.at/


 114 Substation

 110-330 kV

 13,000 km

 Virtualization

 IEC 61850

 DNP3

 Disaster Recovery



Three Major Integrators for FSK (Russia)

 Extreme requirements to SCADA 
system





Control Center
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Server#n
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zenon Net

IEC60870-5-104
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WAN

InverterProtecion MeterInverterProtection Meter

http://intranet.sbg.copadata.com/teams/Marketing/Illus/Network Graphic and Elements/Database.png
http://intranet.sbg.copadata.com/teams/Marketing/Illus/Network Graphic and Elements/PDA.png
http://intranet.sbg.copadata.com/teams/Marketing/Illus/Network Graphic and Elements/PDA.png


Challenge Solution / Strategy

Industrial IoT Reference
Remote Monitoring & Control solution for Gorenjske 
Elektrarne (GEK), a renewables energy producer from 
Slovenia

 The customer wanted 
to achieve easy access 
for all employees out in 
the field in order to 
make their own 
services more efficient.

 Optimization of 
operational 
performance

 Connecting and 
integrating 15 
hydroelectric power 
plants and 23 
photovoltaic power 
plants in one central 
solution

 Accessing information 
via mobile devices

Outcome

 Operational cost reduction 
of 30% 

 Production increase of 
15% through the elimination 
of downtime and sub-optimal 
operation

“The application is extremely fast and responsive. I am very happy with the outcome 
of our latest zenon project using Microsoft Azure as a platform. It is very useful for 
our company.“ Jurij Cadež, Project Manager at Gorenjske Elektrarne



GEK Video / Screenshots



Industrial IoT Reference: Gorenjske Elektrarne (GEK)

Case Study + Microsoft blog 
post available about the 
Azure IoT project at 
Gorenjske Elektrarne (GEK).

Results of the combination 
zenon and Azure: 

 Operational cost 
reduction of 30% 

 Production increase of 
15% through the 
elimination of downtime 
and sub-optimal operation

https://www.copadata.com/?eID=download&pluginName=CpddownloadsSingle&controller=Download&action=download&uuid=a08432c2-0ee4-4553-adcb-4203e93af741
https://enterprise.microsoft.com/en-us/industries/citynext/citynext-partner-year-copa-data/


Industrial IoT Reference: Gorenjske Elektrarne (GEK)

Gorenjske Elektrarne (GEK):



Configuration 
Examples



Substation Configuration

IEDs, Protection Relays…

IEC 61850, 60870-101/103/104, Modbus…

To DCS on 
IEC 60870-101/104, 
DNP3, Modbus, OPC 
DA, OPC UA

WorkstationRedundant Servers as two Workstations



Substation Configuration (2)

Redundant HMI Server Pair

Client HMI

Engineering 
Workstation

To CC via 
IEC 60870-101/104, 
DNP3, Modbus, OPC 
DA, OPC UA

RTU, 
Gateway

IEDs, Protection Relays…

IEC 61850 station bus

WAN



Substation Configuration (3)

Redundant HMI Server Pair

Workstation Clients

Engineering 
Workstation

To CC via 
IEC 60870-101/104, 
DNP3, Modbus, OPC 
DA, OPC UA

IEDs, Protection Relays…

IEC 61850 station bus

WAN



Substation Configuration (3.1)

Web ClientRDP Client 
(Terminal 
Server)

Terminal Server

HTML5 
Web Client

Web Server

To CC via 
IEC 60870-101/104, 
DNP3, Modbus, OPC 
DA, OPC UA

WAN

IEC 61850 station bus

Redundant HMI Server Pair

Workstation Clients

Engineering 
Workstation



Hydropower Configuration

• IEC 61850
• 60870-101/103/104
• Modbus
• SIMATIC S7TCP,
• ControlLogix Ethernet IP/ODVA
• OPC UA
• OPC

Redundant Server Pair

Workstation Clients

Engineering 
Workstation

zenon 
Analyzer

Excitation
Turbine 

Governor
Power Unit 
Controller

HV Bay 
Controller



Hydropower Configuration (2)

• IEC 61850
• 60870-101/103/104
• Modbus
• SIMATIC S7TCP,
• ControlLogix Ethernet IP/ODVA
• OPC UA
• OPC

Redundant Server Pair

Workstation Clients

Engineering 
Workstation

Excitation
Turbine 

Governor
Power Unit 
Controller

HV Bay 
Controller

SQL-DB

To CC via 
IEC 60870-101/104, 
DNP3, Modbus, OPC 
DA, OPC UA, RDP 
(Terminal server), 
Webserver, HTML5

WAN



Control Center Configuration

Redundant Server Pair

Workstation Clients

Engineering 
Workstation

SQL-DB

Office Connection via 
 Terminalserver client 

(RDP),
 zenon Webclient
 HTML5 Client

Tele/control masters
(RTUs/front-ends)

Substation RTUs

Remote Sites

zenon Analyzer

SAP HANA
SAP ISU



Control Center Configuration

• IEC 60870-101/104
• DNP3
• Modbus
• OPC UA
• IEC 61850

Redundant Server Pair

Workstation Clients

Engineering 
Workstation

SQL-DB

Office Connection via 
• Terminalserver client 

(RDP),
• zenon Webclient
• HTML5 Client

Tele/control masters
(RTUs/front-ends)

Substation RTUs

Remote Sites

zenon Analyzer

SAP HANA
SAP ISU



Solution Examples



Solution 
Digital Substation



Switchgear, CT/VT
NCIT (future)

Bay

P1
P&C IED

P2
P&C 
IED

P1 MU P2 MU

Switchgear, CT/VT
NCIT (future)

Bay

P1
P&C IED

P2
P&C 
IED

P1 MU P2 MU

Switchgear, CT/VT
NCIT (future)

Bay

P1
P&C IED

P2
P&C 
IED

P1 MU P2 MU

Switchgear, CT/VT
NCIT (future)

Bay

P1
P&C IED

P2
P&C 
IED

P1 MU P2 MU

Substation HMI / 
Gateway

OS: Windows Server 2012 R2

IEC 61850 Process Bus Proof-of-Concept System
Architecture Proposal

Operation Network

EMS
Business Apps

SMS, Email & Remote 
Viewing 

via Intranet / 
Public Phone Network

Process Bus LAN P1

Process Bus LAN P2

Substation LAN (Ethernet L3)

Server A
VM1: HMI & 

Gateway
VM2: Automation 

Logic

Server B
VM1: HMI & 

Gateway
VM2: Automation 

Logic

Webserver
10 Web Client 

Session
(Visibility & Control)

Web HMI
Windows PC with
Internet Browser

Substation DMZ

Substation

Corporate Network

Operations & Corporate
Everywhere Server

Remote Access
Smart Devices

Web HMI
Windows PC with
Internet Browser

Web HMI
Windows PC with
Internet Browser

Operations DMZ

Copyright © DT Partners Pty Ltd 2015

Substation LAN 
Access
DNP3 over IP
Process Bus LAN P1
Process Bus LAN P2
Corporate LAN







Solution 
Hydro Power















Solution 
Wind Power



zenon Wind Package

 IEC 61400-25-4 Annex C driver

 Time saving symbol-based engineering

 Reports

 Online view (world view)

 Alarm List (with Alarm aggregation)

 Event List

 Allen Bradley ControlLogix/CompactLogix driver



Matrix Symbol



Turbine



World View - Decluttering



Report (1)



Report (2)



References



References



References



Solution 
GOOSE Supervision



GOOSE Supervision

 Get an Alarm when GOOSE problems occur

 GOOSE Subscriber 

 Gaps in Sequence number?

 GOOSE delayed?

 Logic driver makes diagnosis

 Diagnosis Variables

 One Variable per GOOSE CB



GOOSE Supervision

Bay1

Client HMI

Bay2 Bay3 Bay4 Bay5

GO Sub

HMI Server

 Get an Alarm when GOOSE problems 
occur

 GOOSE Subscriber 

 Gaps in Sequence number?

 GOOSE delayed?

 Logic driver makes diagnosis

 Diagnosis Variables

 One Variable per GOOSE CB

GOOSE



Solution 
GOOSE Substitution



GOOSE Substitution

 BCUs need status from neighbor BCUs (via GOOSE) for interlocking

 If one BCU fails, the neighbor BCUs can’t calculate interlocking

 User substitutes invalid switches in the HMI

 By this the GOOSE publisher in the HMI Server can publish this information via 
GOOSE

 Now the neighbor BCUs receive the correct switch statuses and can calculate 
their interlocking



Substitute GOOSE Publisher

Bay1

Client HMI

Bay2 Bay3 Bay4 Bay5

HMI Server



Substitute GOOSE Publisher

Bay1

Client HMI

Bay2 Bay3 Bay4 Bay5

X

X X

X
X
X

HMI Server



Substitute GOOSE Publisher

Bay1

Client HMI

Bay2 Bay3 Bay4 Bay5

X
? ? ? ?

X X

X
X
X

HMI Server



Substitute GOOSE Publisher

Bay1

Client HMI

Bay2 Bay3 Bay4 Bay5

X

Substitute 
(replace)

GO Publ

HMI Server



Features Explained



Process Recorder



Alarm/Event Analysis – Typical Workflow 

Alarm

• Check alarm list

• Find causes

Trend

• Analyze Trends

• Find causes

• Compare with older events

Replay in 
Screens

• See recorded process 

• Compare with healthy states



Process Recorder

IEDs, Protection Relays…

Redundant 
Server Pair

Workstation Client

Engineering 
Workstation

Simulation ClientWorkstation Client
Analyze Process Screen





Process Recorder: Principle
Analyze Process Screen



Project
update

Process Recorder: Version-Safe

Project V 2.6 Project V 2.7



Process Recorder: Version-Safe (how-to)

ED:

 Project versioning active!

 Make project backup or raise version-
number

RT:

 Reload Runtime

 → Process Recorder creates bookmark 



Aggregated Alarms 
via 

Equipment Model



Aggregated Alarms

Variable C Alarm! Warn Info

Variable B Alarm! Warn Info



Why use Equipment Model?

 Energy Application are always well structured

 Use the structure in zenon

 Engineering so easy – no alarm areas needed

 Stay on alarm areas if you don’t have a clear hierarchy in your application



Two Time Stamps



Δ=0.206702 sec

Alarm List



Two Time Stamps

 Internal Time

 External Time

 Resolution: µs (00h:00m:00s.000000)

 New additional time columns in AML and CEL:

▪ Time received internal

▪ Time received external 

▪ If remotely stamped event is received: both columns are set (e.g. IEC 61850)

▪ If event without time stamp is received: only column “Time received internal” is filled 
and “Time received external” remains empty

 Old time column “Time received”

▪ Shows external time stamp if existing, otherwise internal time 



Why Internal and External?

 See if data traveled for quite a while

 Delta high: Check why

 Delta high: Importance of data minimized

WAN



Load Flow Calculation



LFC – Load Flow Calculation

Symmetric

Complex

Meshed



What can you do with LFC?

By measuring 
__ you can 
calculate __

Pre-switching calculation N-1 calculation
Additional features:



Pre Switching Calculation

Would I cause any 
damage to my grid if I 

execute this control 
command?





State Estimator



State Estimator

By knowing 
__ you can 
calculate __
in order to be 
used for the 
LFC



When do you use LFC and when SE?

 Large grid

 No complete measurement 

 Small Grid/Substation

 All Inputs and loads measured 
(and valid)

LFC SE

<



Alternative Data 
Source



Alternative Variable Source

 Wrap a single point of information over several information sources meaning the 
same

 Monitoring and control direction possible

 Switch over by manual or automatic trigger (e.g. quality flag)

 ADP Variable doesn‘t extend TAG count



Alternative Variable Source – Use Case #1

°

M

1
0
1

1
0
4

A
D

P

XCBR_ADP

XCBR_104

XCBR_101

 XCBR_ADP is connected to preferred source

 Switch-over by connection state variable

 In zenon all three variables exist

 No TAG count for XCBR_ADP

WAN

Radio 
Link



Alternative Variable Source – Use Case #2

°

M

ADP QA1XCBR1_ADP

Q0XCBR1_BSXCBR1_A

 Protection relays from two different vendors
 XCBR_ADP is connected to preferred source
 Switch-over by connection state variable 

(e.g. if IED Vendor A is removed)
 In zenon all three variables exist
 No TAG count for XCBR_ADP

Vendor A Vendor B

IEC 61850 data model A IEC 61850 data model B



Alternative Variable Source – Use Case #3

zenon RT

Driver A Driver B

ADP Variable

Variable A Variable B

FEP BFEP A

I-Driver

Variable C

RTUX X

 Redundant Front End processors 
provide same information

 LFC (in DMS application) requires valid 
data at any time

 If Variable A fails: use redundant 
Variable B

 If Variable A and B fail: use Variable C 
(static, e.g. standard load)



GIS Integration



GIS



GIS Editor





GIS FAQ

 Supports ArcGIS (ESRI) online maps

 No export or import or additional ArcGIS layers

 No use of native zenon elements or symbols

 Supports color palette switching

 Supports ALC

 Supports Limit Colors

 KMZ import possible



GIS

 Support of KMZ-files

 Fault location

 Decluttering

KMZ = zipped KML
KML = XML based description 
of place marks, overlays and 
paths for an earth browser



Upstream 
and 

Downstream



Looking for a multilingual SCADA?

 zenon Energy Edition speaks…

▪ IEC 61850 MMS Client, MMS Server and GOOSE

▪ IEC 60870-5-101, -103, -104 Master and Slave

▪ DNP3 Master and Outstation

▪ Modbus Master and Slave

▪ And 300 other Languages (Protocols)



IEC 61850 Client



IEC 61850 Client Driver

 Key words for Host-name ($SCADA_SERVER1)

 Data set shown at RCB assignment

 10 further improvements

Important if you change hardware

Better overview for engineer



Feature List – IEC 61850

 Ed.2 Service Tracking

 Driver acts as communication Client (KEMA certified)

 “Direct operate” and “select before operate” support

 Driver supports RTU time stamping and RTU quality

 Online browsing for process variables

 Offline browsing (SCL files)

 Definable Originator Category (orCat)

 File transfer

 Individual Trigger Options

 Dynamic Datasets

 ACSE Authentication (IEC 62351-4)

 Use your own variable names!





IEC 61850 
client 

configuration 
tool

Tree of 
imported 
SCD file

Driver, 
Connection, 

Report 
configuration for 

zenon project

Variable import 
for selected 

Report/Dataset



IEC 61850
GOOSE

IEC 60870-5-101/104

Communication protocols within a station

BAY 1

Web client

Dispatch Center
IEC60870-5-104 master

STATION Computer
Engineering
WS

Client
WS

LAN

BCU
Bay Control Unit

BMU
Bay Monitoring Unit

Protection
…

BAY 2

BCU
Bay Control Unit

BMU
Bay Monitoring Unit

Protection
…

BAY n

BCU
Bay Control Unit

BMU
Bay Monitoring Unit

Protection
…

SERVER STAND-BY

IEC 61850
client server

WAN



File Transfer (COMTRADE)

Substation HMI

To CC via 
IEC 60870-101/104, 
DNP3

IEDs, Protection Relays…

IEC 61850 station bus

.cfg

.dat

COMTRADE viewer

File transfer via:
• IEC 61850
• IEC 60870-104
• IEC 60870-103
• DNP3
• FTP

WAN



Feature List – IEC 60870

 60870-5-101, 60870-5-103 and 60870-5-104

 Driver acts as communication Master

 NUC redundancy

 RTU time stamping is supported

 “Direct execute” and “select and execute”

 COT (Cause of transmission handling)

 Supports OSI communication logging

 Online browsing for process variables

 File transfer (monitoring and control direction)

 Slave through zenon Process Gateway



DNP3 – Key Features

 Master through driver

 Serial or TCP/IP communication

 Cyclical class poll

 Supports unsolicited mode

 Supports Real Time Stamping

 Slave through zenon Process Gateway and zenon Logic

 Security Version 2



IEC 60870-5-101/104 
Slave 

(Process Gateway)



IEC 60870-101/104 Slave Process Gateway

 Balanced Mode

 Import/Export CSV

 Remote restart

 Robust against invalid requests



zenon Process Gateway

The slave/server side of zenon

Redundant Server

Data Points for dispatch center

BMU Protection Relay

zenon Process Gateway

BCU



zenon Process Gateway

The slave/server side of zenon

 IEC 60870-5-101 /-104 Slave/Server

 DNP3 Slave/Server

 Modbus Slave/Server

 OPC UA Server

 OPC DA Server

 SNMP Agent

 SQL Server

Redundant Server

Data Points for dispatch center

BCU BMU

zenon Process Gateway

Protection Relay



IEC 61850 Wizards



Automated Screen Design



First Steps

SSD… System Specification Description (IEC 61850 SCL)

IEC 61850 SCT

HMI engineering

HMI Runtime

Substation HMI just by the use of SSD file



Result – SCT 



Result – HMI Wizard



Result – HMI Editor Screen



Result – HMI Runtime Screen



vs.

System Configuration Tool

Device Configuration Tool

HMI

IED IED IED

Top-down versus Bottom-up



ICD 
Files

System Configuration Bottom-Up

CID 
File

ICD 
Files

CID 
File

CID 
File

DCT



SCD

ICD

CID



.txt



ICD 
Files

System Configuration Top-Down

SSD 
File

SCD 
File

CID 
File

ICD 
Files

CID 
File

CID 
File

SCT

ICT



IEC850 client 
configuration 

Wizard

Tree of 
imported 
SCD file

Driver(s), 
Connection(s), 

Report(s) 
configuration for 

zenon project

Variable import 
for selected 

Reports/Dataset



zenon Logic



Built-in Soft Logic

 Central database thanks to 
universal integration

 No more repeat data 
maintenance

 Offline simulation

VISUALIZATION

SOFT 
LOGIC

IEC 61131-3
Runtime

VISUALIZATION

SOFT 
PLC IEC 61131-3

Runtime

I/Os



Variable Object



Tag-based Information: Status Flags

 Represent – by Combi Element

 React – by Reaction Matrix

 Set – by Command Input

 Examples:
▪ Off normal (N_NORM)

▪ Selected (NET_SEL, SE_870)

▪ Revision (REVISION)

▪ Blocked (OFF)

▪ Locked (M1)

Time stamp int Value Status flags

TAG

Time stamp ext



Automatic Line 
Coloring



Topological Coloring – how easy can it be?

 Totally graphic engineering

 Screen-/Monitor-spanning

 Secure feed and Multiple feed representation

 Topology Check based on this model

 Accessible via zenon API

 Reference (Alias)

http://intranet.sbg.copadata.com/teams/Marketing/Illus/Network Graphic and Elements/Monitor.png
http://intranet.sbg.copadata.com/teams/Marketing/Illus/Network Graphic and Elements/Monitor.png




Topological Function Types

 Line (poly line, tube)

 Switch

 Valve

 Source

 Link

 Terminator

 Transformer

 Disconnector

 Generator

 Drain

Standard EE 

Topology Package



Screen Alarming



Guide the Operator

Aggregated alarms

 Localized categorization of alarms

 Analyzing status information for alarms 

 Based on alarm classes

 Utilization on all dynamic elements

 Status for active and unacknowledged alarms

1 0 3 1



Optical guidance – Screen Alarming

1

2

2





Reporting



Reports

Document, analyze and present process values

 Use all data available

▪ Online

▪ Historian

 Do calculations

 Filter data

 Print out



Reports (2)



… just a few Examples



Command Processing



Command Control

 One or two stage commands

▪ SBO

 Two-hand control

▪ Ctrl-key

 Timeout functionality

 Automatic consideration of Interlocking

 Accessible directly at the element, by function call or 
context menu

 Complete documentation in the events list

 Breaker tripping detection



Driver/Protocol

User Management

zenon Network

Reaction Matrix

Screen (Display)

Context Menu

Variable (Status flags)

CEL

Command 
Processing

Interlocking

Topology

Language Table



Command Processing Intelligence

“Click”

Send Command

Interlocking by Topology?

Interlocking by Tag?

Select before operate?

Action?

Selected in zenon Network?

Command Screen?

Command Group?

Response variable?



Command Control (2)

Select

Operate



Command Control (3)

 Interlocking triggered by the process 

 Current process data dictates available commands

 Avoids unwanted malfunction

 Supports the user in his actions

 Bay-spanning interlocking

IF Expression is TRUE then Command-Action 
is Interlocked



Command Control (4)



Interlocking

 Define interlocking logic within zenon command action

or

 Use interlocking result (BOOL flag) of IED 



Bay spanning interlocking – example

Switch “S1” cannot be opened or closed as long as the bay-switches connected to 
one side of S1 on the bus bar are in close position

S1

S2



Topology check

 Automatic calculation for the topological model

 Automatically considered for any command

 Predefined escalation levels

▪ Do not check

▪ Unlockable

▪ Not unlockable



Switch lock

 Disabled for other workstations

 Following safety rule “Prevent from 
switching”



Manual Correction

 Switchgear without control and monitoring 
capability

 Change status in the same way as with fully 
controlled switchgear

 Considered interlocking

 Considered in topological model

X



Replace (Substitute)

 If monitoring data is invalid

 If monitoring data does show wrong status

 Overrule the remote information by REPLACEing
the status

 Considered interlocking

 Considered in topological model

X



Interlocking List

Individual column selection
Filter
Sorting



Command Sequencer



Command Sequencer



Advantages of Command Sequencer

New (7.20)

 Command sequences can be 
created and changed by operator

 No engineer required

 Communication directly with 
zenon driver

 Uses interlocking capabilities of 
zenon Command Processing

Old

 Command sequences needed to 
be programmed in zenon Logic 
or external PLC

 Only engineer is able to set up 
and change sequences

 Communication with IEDs via 
zenon Logic driver or via Shared 
Memory interface → additional 

complexity

 Interlocking programmed in 
zenon Logic or external PLC



Command Sequencer

Teaching?



Programming vs. Teaching



Command Sequencer

IEDs, Protection Relays…

Redundant Server Pair

Workstation Client

Engineering 
Workstation

Simulation ClientWorkstation Client

Teach

Store

Import



Command Sequencer – there is even more!

START 
STOP

ENGINE

zenon Function Redundancy One step

Skip steps User 
management

System 
variables

XML

Import/Export Teaching Simulation



COMTRADE Viewer



COMTRADE Viewer Control



COMTRADE Viewer Control



Where to get?

 Partner Area of 

 www.copadata.com

http://www.copadata.com/


Multi Monitor 
Management



Resolution Independent Engineering

Monitor management

 Perfect process overview

 No additional engineering efforts

 Flexible monitor selection

 Working with virtual monitors



World View



Overview is everything

Worldview

 Zooming

 Panning

 Scrolling

 Decluttering of screen items

 Direct station selection

 Fully operational



Overview with the zenon Worldview

 Overview of the entire 
production environment

 Level of detail based on 
information requirements

 Versatile: for large production 
plants, various locations, etc.

 Faster response times

vs



User Management 
&

Security



Secure Access Control

User management

 zenon based

 Windows based (Active Directory or AD LDS)

 Authorization levels

 User groups

 Auto logout



Validated Security under IEC 62443

 Secure system 
architecture

 Built-in configurable 
security functions save 
time and reduce risk

 Convenient updates help 
you to keep up with the 
latest security standards

 Features provide support 
for the development of 
secure automation projects

PHYSICAL

POLICIES, PROCEDURES, AWARENESS

APPLICATION

INTERNAL NETWORK

HOST

PERIMETER

DATA

 Password protection for projects

 Binary data storage

 Latest operating systems and tools

 Signed files and setups

 Cooperation with IT experts  100% in-house development 

 Integrated / domain users

 Runtime as a service

 Network encryption

 Client authentication

 Distributed systems



Alarm List
Event List



Know what’s happening – react quickly

Alarm List

 Individually configurable

 Wide range of filter settings

 Display of variable names, IDs, values etc.

 Alarm status line

 Logical grouping and prioritization

 Linked help chapters

 Alarms with obligatory acknowledgement and deletion

 Online/offline print-out

 Export (dBase, ASCII, XML, SQL)



Clear overview with resolution of ms

Sequence of Events List

 Shows
▪ process-relevant events
▪ Error messages that cannot be acknowledged
▪ zenon system messages

 Event list
▪ wide range of filter settings
▪ individually configurable
▪ Display of variable names, ID, 

values, current user etc.
▪ Absolute and relative time scale

 Online/offline print-out
 Export (dBase, ASCII, XML, SQL)



PRP





PRP – Parallel Redundancy Protocol

Switch

IED IED IED IED IED

Switch

SCADA 
Server

SCADA 
Standby

IED

LAN BLAN A



Supported Operating Systems



How the COPA-DATA PRP Driver Works

User Applikation

TCP / IP

PRP Driver

PRP Stack / Supervision

ETH0 Driver ETH1 Driver

LAN_A

LAN_B

Kernel Space

User Space



Install PRP Driver for the Two Adapters

PRP Driver



Bridge the Network Adapters



Configure LANs and Multicast MAC

LAN 
assignment

Multicast MAC 
Address

Error messages 
(if any)



See how PRP Works

Sent Ethernet 
frames Received 

Ethernet frames

Faulty Ethernet 
frames

If frames do not 
match

Active: PRP works

Inactive: Receiving no 
PRP supervision frames



Development System
(Editor)



Graphic Editor



Object Templates

Symbol Library Screen



Redundancy



Server StandbyServer Standby

PLC

Redundancy – Simple and Effective

 Maximum data 
consistency

 Robust and secure

 Seamless redundancy, 
out-of-the-box

 Minimized sources of 
error and risk

SEAMLESS REDUNDANCY RATED REDUNDANCY

Server failure Standby

PLC

Server recovered =
Standby Server

PLC

Server Standby

Standby Server



Impedance based 
Fault Location



Fault location: Detection

A

B
C



Fault location: Detection

A

B
C



Fault location: Location

B
C

xx

A



Fault location: Isolation

B
C

A



Fault location: Restoration

B
C

A



Fault location



Fault location

 Part of the Topology Package (DMS Package)

 Only star or ring topologies



Authorization



Multi Client

Model Based Authorization

Redundant Server Pair

Workstation Client

Multi Client

A B C D

zenon Client zenon Client

zenon Client

A B C D A B C D

A B C D

Workstation Client

B C

D

A



Fetch and Release



Off Normal



Current status Normal status Status flags Indication

Closed (1) Closed (1) SPONT, NORM OK

Open (0) Closed (1) SPONT, NORM, N_NORM Not OK

Closed (1) Open (0) SPONT, N_NORM Not OK

Open (0) Open (0) SPONT OK

Off-Normal (NORM/ABNORM)

NORM is representing the value of the Normal switch status
If Normal status is 0 (Open) then NORM=0 (invisible)
If Normal status is 1 (Closed) then NORM=1 (visible)

N_NORM is the XOR-result of Current status and Normal status



Off Normal

 Normal Status can be set in Editor and in Runtime 

 Runtime: 

▪ Command Processing

▪ Recipe Group Manager

Switch Summer Profile Winter Profile

Switch A 1 0

Switch B 1 0

Switch C 0 1

Switch D 0 1




