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Renewables
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Distribution

» Multi-Domain
= Electricity (medium voltage)
= Gas
= Water
= Heat
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Distribution — Focus Area

Small city
substation <100.000 > 100.000

Entire country
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Switching Advanced
Order Meter Reading
Management

Distribution
Load
Forecasting

Outage
Management
System
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Application
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Power Flow System

Customer
Relationship
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Real-time
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and Control

Operator
V(():It VARI Training
ontro Simulation

“A Distribution Management System (DMS) is a collection of applications designed to
monitor & control the entire distribution network efficiently and reliably.” (Wikipedia)
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Hydro Power

Power Unit
Plant
Cascade
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Why zenon Energy Edition?

AWARENESS

£\ M )

ZENON ENERGY
EDITION INVESTIGATION

COMPATIBILITY @

SCALABILITY
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Awareness

Worldview

Alarm system
Trending
Topological coloring
Connectivity states
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Control
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Command processing
Automation Simulation mode
Command sequencing and teaching
Interlocking

Topology check

Simulation mode Interlocking

Command sequencing
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=i - Automation
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Command
processing



Connectivity

» Downstream communication
300 protocols

Upstream communication

SQL-DB

SAP CONNECTIVITY

Cloud Upstream
communication
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communication

SAP



Investigation

Simulation mode
Event list
Historian

Process recording
Reporting
Trending
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Why zenon Energy Edition?
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Compatibility Concept (Engineering)

Editor 8.00 Runtime 8.00

Runtime 7.50

Editor 7.00 « Runtime 7.00

Runtime 6.20
BY4 COPADATA




Compatibility for Future-Proof Projects

» Minimized risk for zenon
updates and upgrades
. zenon 7.60
» Always up to date with zenon Editor [P zenon HE
technology project (zenon 7820
» No expensive machine E compile for: =
downtime

» Simple servicing and
maintenance

» Use of the latest
operating systems and
security standards m zenon Project Backup
-

in version 7.20




Compatibility Concept (Runtime)

Runtime 8.00
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Scalability




Scalability Top Level: SCADA with DMS
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Reference
Areas
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Application Examples

ALWN 451/06-01 zenon
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http://www.sprecher-automation.at/
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Three Major Integrators for FSK (Russia)

» Extreme requirements to SCADA
system
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PV Project Italy
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Industrial IoT Reference copapara I s

Remote Monitoring & Control solution for Gorenjske
Elektrarne (GEK), a renewables energy producer from

Slovenia

Challenge Solution / Strategy Outcome

» The customer wanted » Connecting and Operational cost reduction
to achieve easy access integrating 15 of 30%
fﬁr ?:!l g‘?p'oyges U hydroelectric power Production increase of
U3 7] 1) CIReIEF e plants and 23 15% through the elimination
make their own h ltai : .
cervices more efficient photovoltaic power of downtime and sub-optimal

' plants in one central operation

Optimi_zation of solution
operational

performance » Accessing information

via mobile devices

"The application is extremely fast and responsive. I am very happy with the outcome
of our latest zenon project using Microsoft Azure as a platform. It is very useful for

our company." Jurij Cadez, Project Manager at Gorenjske Elektrarne

B8 Microsoft
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Industrial IoT Reference: Gorenjske Elektrarne (GEK)

Case Study + Microsoft blog
post available about the
Azure IoT project at
Gorenjske Elektrarne (GEK).

Results of the combination
zenon and Azure:

» Operational cost
reduction of 30%

» Production increase of
15% through the
elimination of downtime
and sub-optimal operation

COPADATA

ENERGY

Remote monitoring and control for distributed rene

gy generation

On the way to zero downtime

with zenon and Microsoft Azure

Managing remote power generation sites has its own particular challenges, not least
in terms of the efficient monitoring of operations. Slovenian renewables producer
Gorenjske Elektrarne has resolved these challenges using a novel and technologically
advanced loT solution which combines COPA-DATA's software zenon with Microsoft's

Azure cloud services.

Gorenjske Elektrarne is a subsidiary of Elektro Gorenjska, one of

Slovenia's leading energy utility companies. It specializes in the
development of power from renewable sources, including solar
and hydroclectric power. Given the nature of ifs power sources,
many of the company’s power generation sites are located in
remote and difficult terrain. This can present challenges in terms
of the monitoring and control of remote locations.

Gorenjske Elcktrame's use of COPA-DATA's SCADA
software began in 2006 when a refurbishment project at

Gorenjske Elektrame's Soteska hydroelectric power station
utilized zenon for the plant’s local control and mo

systems. The Gorenjske Elektrarne team were pleased with the
improved system overview and reliability zenon delivered.

Jurij Cadez, Project Manager at Gorenjske Elektrame,
says: “zenon s a simple tool to deploy and extremely stable in
operation. Trust and conviction in the solution are two of the
many reasons we chose to standardize on zenon.”

www.copadata.com

ENERGY | GORENISKE ELEXTRANNE

This zenon network diagram of the sites controlled from the
Vodenja control room uses color coding to dlearly communicate
essential status information.

IMPROVED VISIBILITY HAS HELPED TO
OPTIMIZE OUTPUT
The decision to standardize on zenon led 1o a major project
at the Sorica Hydroelectric Power Plant (HPP). zenon was
implemented to control operations with built-in fail-safe
redundancy, to record key plant perameters, enable the
visualization of current statuses, alert engineers to alanm states
and sub-optimal operation, and enable further operational
analysis

AleS Afman the Director at Gorenjske Hektrame
responsible for the Sorica project. says: “We have had a very
good experience with the COPA-DATA solution. For us, it was

important to optimize production costs and gain an overview
o all operational parameters at the Sorica power plant. zenon
has helped us to achieve this and, in doing so. has helped vs
improve the power stations’ output and reduce associated

operational costs.”

CENTRALIZED CONTROL DELIVERS COST
SAVINGS

The Sorica project also included an initiative to improve
the centralized monitoring of HPP operations. zenon
was implemented to allow operational perameters, alanm
‘management and live camera feeds to be displayed at the HPP
control center in Kranj.

P TR | ] ] |t e | |

‘zenon integrutes live camenu feeds of key locations for easy
observation and analysis. Here, an augmented overview of the
Soteska hydroelectric power plant and four detuil views of the
same plant are shown.

The insight that zenon delivers has enabled the team at
headquarters in Kran] to fully understand a situation before
dispatching a team of field engineers to the location — saving
valuable time and money. In addition. zenon has also enabled
the Gorenjske Elcktrame team to control operations remotely
from the HPP coatrol center

Ale3 Azman outlines the benefits: “We have seen a huge
improvement with our data following the zenon integration.
We are now also very grateful 1o zenon because all our
maintenance engineering has been streamiined ™

Jurij Cade? confirms: “zenon’s 100% reliability has been
great for us. The optimization project led to & reduction in

downtime. zenon has enabled us fo regulate the turbine
operations and when the temperature exceeds a given level we
are alerted of this indicator immediately. Because of the risks
associated with water accumulation it is important to be able to
control operations remotely and zenon has proved very useful
for this 00.”

COMMUNICATION CHALLENGES REQUIRE
CREATIVE SOLUTIONS

Over recent years, Gorenjske Hektrame has successfully
developed its power generation capabilities and it now owns
and operates thirteen plants across Slovenia. zenon has been
implemented across all utilities to read the process data and

www. copadata.com



https://www.copadata.com/?eID=download&pluginName=CpddownloadsSingle&controller=Download&action=download&uuid=a08432c2-0ee4-4553-adcb-4203e93af741
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Industrial IoT Reference: Gorenjske Elektrarne (GEK)

Gorenjske Elektrarne (GEK):

' corenjske
elektrarne
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Substation Configuration

1 To DCS on

IEC 60870-101/104,
DNP3, Modbus, OPC
DA, OPC UA

WdRkdtatdant Servers as two Workstations

A A A A

IEC 61850, 60870-101/103/104, Modbus...

IEDs, Protection Relays...



Substation Configuration (2)

Client HMI

e

Engineering
Workstation

Redundant HMI Server Pair

RTU,

N N Gateway

To CC via

IEC 60870-101/104,
H DNP3, Modbus, OPC
DA, OPC UA

HM |8 HIM

IEC 61850 station bus

IEDs, Protection Relays...



Substation Configuration (3)

Workstation Clients

aEjEEg
H Enhas = H B =
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To CC via
IEC 60870-101/104,
DNP3, Modbus, OPC
DA, OPC UA
m Redundant HMI Server Pair

Engineering
Workstation

IEC 61850 station bus

EHH ‘ Hl E E‘HH m' IEDs, Protection Relays...




Substation Configuration (3.1)

RDP Client Web Client
(Terminal
Server)

HTML5
Web Client

Workstation Clients

[ ] ‘.. ‘..
- I - I - I To CC via
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DNP3, Modbus, OPC
‘ DA, OPC UA
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Engineering

Terminal Server
Workstation

IEC 61850 station bus



Hydropower Configuration

Analyzer

Workstation Clients

A A

EE &

Engineering
Workstation

Redundant Server Pair

HM

Excitation

HM
HIM i

Turbine Power Unit
Governor Controller

Controller

IEC 61850
60870-101/103/104

Modbus

SIMATIC S7TCP,

ControlLogix Ethernet IP/ODVA
OPC UA

OPC



Hydropower Configuration (2)

SQL-DB

Workstation Clients

i B33 ae [ 2 M 1 Toccvi
7 1 | IEC 60870-101/104,
N N N I \ I | DNP3, Modbus, OPC
y | DA, OPC UA, RDP
L ; (Terminal server),
Webserver, HTML5
Redundant Server Pair
Engineering - - IEC 61850
Workstation 60870-101/103/104
Modbus

SIMATIC S7TCP,

ControlLogix Ethernet IP/ODVA
OPC UA

OPC
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Governor Controller Controller
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SQL-DB

Control Center Configuration
SAP Certified

Integration with SAP Applications

SAP HANA
SAP ISU

zenon Analyzer

Workstation Clients
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Tele/control masters
(RTUs/front-ends)

ARSI
Engineering
Workstation

Remote Sites

Redundant Server Pair
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ICCP / TASE.2
IEC 60870-6
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Substation RTUs

N N

Office Connection via

» Terminalserver client
(RDP),

» zenon Webclient

» HTMLS Client




SQL-DB

Control Center Configuration
SAP Certified

Integration with SAP Applications

SAP HANA
SAP ISU

zenon Analyzer

Workstation Clients
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Tele/control masters
(RTUs/front-ends)

ARSI
Engineering
Workstation

Remote Sites

Redundant Server Pair
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Substation RTUs

I

IEC 60870-101/104

IEC 61850
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Solution

Digital Substation




IEC 61850 Process Bus Proof-of-Concept System
Architecture Proposal

Operations & Corporate
Everywhere Server Web HMI Web HMI .
EMS Remote Access Windows PC with Windows PC with SMS, Email & Remote
Business Apps Smart Devices Internet Browser Internet Browser Viewing
via Intranet /
Public Phone Network

Corporate Network

— Operation Network
Substation .
Substation HMI /
Server A Server B Webserver
Gateway VM1: HMI & VM1: HMI & 10 Web Client
Gateway Gateway Session ~Web HMI
VM2: Automation VM2: Automation  (Visibility & Control) Windows PC with
Logic Logic Internet Browser
0S: Windows Server 2012 R2 T T
L Substation LAN (Ethernet L3)
. I I
- | | | Prolcess Bus LAN P1
- Process Bus LAN P2

IED
P1 MU q" E" P2 MU

Switchgear, CT/VT
NCIT (future)

IED
P1 MU q" %" P2 MU

Switchgear, CT/VT
NCIT (future)
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Switchgear, CT/VT
NCIT (future)
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Substation LAN
Access

DNP3 over IP
Process Bus LAN P1
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Operations DMZ
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15.83 MW -26.57 MW

-1.74 MVar 0.00 MVar
80.20 A Ph Amps 135.53 A Ph Amps
81.85 B Ph Amps 132.27 B Ph Amps

NORMAL MODE 82.30 CPh Amps 134.54 C Ph Amps NORMAL MODE

MAINTENANCE MODE 11644 kv ATk MAINTENANCE MODE O
EMERGENCY MODE EMERGENCY MODE O

SYNC CLOSE MODE ‘ SYNC CLOSEMODE O

SYNCHRONISING SYNCHRONISING D
CLOSE INHIBIT i X E MO[ > CLOSE INHIBIT

‘ O
NORMAL MODE R S

. — MAINTENANCE MODE O
TPAR ENABLED TPAR ENABLED

EMERGENCY MODE
READY READY

O

TPAR IN PROG o ) TPAR IN PROG
SUCCESSFUL SYNCHRONISING D SUCCESSFUL
BLOCKED CLOSE INHIBIT D BLOCKED

SYNC CLOSE MODE

108.62 A Ph Amps
105.18 B Ph Amps
108.06 C Ph Amps

4.95 MW 5.57 MW
0.62 MVar 1.54 MVar







Solution

Hydro Power
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Solution

Wind Power




zenon Wind Package

IEC 61400-25-4 Annex C driver

Time saving symbol-based engineering

Reports

Online view (world view)

Alarm List (with Alarm aggregation)

Event List

Allen Bradley ControlLogix/CompactLogix driver

vV vV VvV VvV vV v V9



Matrix Symbol

| Substation

[ |

[

7606 ‘

|
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Turbine

Rotating Objects




World View - Decluttering
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Report (1)

Expected Energy Production

Busbar Price / KWh

0.042

Name Nominal Power | Capacity Factor | Awvailability | Annual Expected Output Annual Cash Flow
[KWh] [%6] [%] [KWh] [£]

Turbkine & 1800 Dy 27.43 10:0. 00 3844042 18 1683371.75|
Turbine 1 1600.00 27.43 100.00 3844042 18] 163371.75
[Turbine 2 1600.00/ 27.43 100.00] 3844042 18| 163371.75
Turkine 3 1 500 Dy 27.43 10:0. 00 3844042 15| 163371.75|
[Turbine 4 1200.00 32.98 100.00 5200854 05| 221036.24
Turkrine 5 200000 32.97 10:0. 00 5776221 .36 245485 35
Turkine & 200000 32.57| 10:0. 00 BYT6221 34| 245485 35
[Turbine 7 1600.00 ar.14 100.00 5205598 46 224237.89
Turbkine & 1600 0y ar.14 10:0. 00 5205598 46| 221237.25
[Turkine 8 1 G0 Dy ar.14 10:0. 00 5205898 46 221237.25
Turbine 10 1600.00 37.14] 93.82 5144019, 77| 218620.79
Turkxine 11 1 600 Oy ar.14 10:0. 00 5205598 46 221237.25
[Turkine 12 220000 ar.1g 10:0. 00 71806827 .23 204328 58
Turbine 13 2200.001 37.1¢ 100.00] 7160627 .23 304326.59
Turkine 14 220000 ar.ig 10:0. 00 7160627 23 2304326.58|
[Turbine 15 220000 49,67 100.00 9572749.30/ 406241.74)
Turbine 16 2200.001 49 67| 100.00| 9572749.30| 40624174
Turkine 17 200000 43 66 10:0. 00 8700326 .85 369763.80)
[Turbine 18 2000.00 49,66 100.00 8700326 88| 3697E3.80
Turbine 19 2000.001 43 66 100.00] 8700326.88 369763.80
Turkine 20 200000 43 66| 10:0. 00 8700326 85 369763.80(
[Turbine 21 200000 49,66 100.00 8700326.88) 369763.80
Turbine 22 1300.00 439 64 100.00] TE27582 10| 337672 1§
Turkine 23 1 B0 Oy 62.35 10:0. 00 9917031.31 42147372
[Turbine 24 1200.00 £2.29 100.00 9917031.31 421473.72)
[Turkrine 25 1 300 Oy 62.359 10:0. 00 9917031.31 42147373
Turkine 26 1 800 D B2.85 10:0. 00 95917031.34 429473.72
Turbine 34 1400.00 75.45 100.00 9253580.45 393277.07]
ISUMMARY |SUM [KWh] IAVG [%] IAVG [%] ISUM [KWh] ISUM [£]

5160000 43.93 99.96 198974181 58| B456400.58




Report (2)

ﬂ COPADATA

Wind Turbine Performance Report ﬁ

Zenon
Turbine Mumber: Turbine 10 Period Start: 6/16/2013 10:10:10 PM
Mominal Power [KW]: 1600 Period End: 6/16/2013 10:31:10 PM

Energy [KWh]:

98.092

Turbine Performance

800+

600+

400+

Powwer [lkyY]

2004

20

40 &0 80
%o

W RUN N STOP 00 MAINT B FAULT

Power

| |
AR AP AN

6/116/2013 10:16:40 PM &6/16/2013 10:23:20 PM 6716/2013 10:30:00 PM

6/16/2013 10:13:20 PM

6/M6/2013 10:20:00 PM  6/16/2013 10:26:40 PM

100

— Power
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Substation
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Wind Turbine 5
Wind Turbine 6
Wind Turbine 7
Event List
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Login
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Reload
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AN 18-10-H380D // Application-note

SORGENIA Wind Farm San Gregorio Magno (SA)
150 kV Substation, HV cable and GIS for Terna grid

iR

150kV GIS in Terna CP Substation 150KV Wind Farm Substation

Sorgenia builded up a new wind farm in SAET scope of supply was a Turn Key with:
four selected areas of the site of San 30 kV cabin with 15 km cable .
Gregorio Magno  (SA) Italy; the Electrical 150/30 kv 42,5 MW SS
comprehensive wind farm consists of No. 17 ENEL Busbar extension

wind Turbine Generators, each rated 2,5 > The 150 kV underground cable

MW. The cumulative generated power of > The new 150KV GIS bayin Enel CP

the wind farm is collected via a 30 kV The supply was complete with Auxiliaries,
switchgear, in a dedicated pre-fabricated IEC 61850 Protection system, Metering,
building at the site (“Cabina di Substation ~SCADA and  Disturbance
Smistamento”). The generated power is Recorder. The SCADA (Zenon Energy
then addressed (via two cable feeders of Edition) integration to National Grid has
about 15 km length) to the 150 / 30 kv been completed with  Communication
Substation close to the 150 kV ENEL devices to allow Data transmission between
Distribuzione Substation in Buccino. The "Wind farm” and S/S to TERNA remote
plant, rated 42,5 MWe, produces electrical supervision via IEC 608705104 protocol and
power for the High Voltage Italian national for disturbance records analysis COMTRADE
grid  (RTN: Rete di Trasmissione protocol. The complete package has been
Nazionale). successfully commissioned into operation by
Saet

VYV Y

2,5 MW WTG

Protection Control Panel 30 kV Switchgears in Subst. SCADA Terminals

M)=aet....

SISTEMI E 0O IMPIANTI
TN AMDIDNTE  NOLSTRAA (3 FROCDSSD  ALTDAMBONE | DERTICN

o

SAET S.p.A. — Via A. Moravia, 8
35030 SELVAZZANO D. (PD)
Telefono +39 049 8989711 — Telefax +39 049 8975299

San Gregorio Magno wind farm E-mail: info@saetpd.it — Internet: www.sastod.it




Solution

GOOSE Supervision




GOOSE Supervision

Get an Alarm when GOOSE problems occur
GOOSE Subscriber

Gaps in Sequence number?

GOOSE delayed?

Logic driver makes diagnosis

Diagnosis Variables

One Variable per GOOSE CB

vV vV VvV VvV vV v V9



GOOSE Supervision

» Get an Alarm when GOOSE problems
occur

GOOSE Subscriber

Gaps in Sequence number?
GOOQOSE delayed?

Logic driver makes diagnosis

Client HMI

|
=

B

Diagnosis Variables
One Variable per GOOSE CB

vV VvV VvV v v V9

HMI Server

gm 8m 8m  am  &m

Bayl Bay2 Bay3 Bay4 Bay5



Solution

GOOSE Substitution




GOQOSE Substitution

BCUs need status from neighbor BCUs (via GOOSE) for interlocking
If one BCU fails, the neighbor BCUs can’t calculate interlocking
User substitutes invalid switches in the HMI

By this the GOOSE publisher in the HMI Server can publish this information via
GOOSE

» Now the neighbor BCUs receive the correct switch statuses and can calculate
their interlocking

vV Vv Vv Vv



Substitute GOOSE Publisher

Client HMI
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Substitute GOOSE Publisher

Client HMI
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Substitute GOOSE Publisher

Client HMI

¢ e
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Substitute
Substitute GOOSE Publisher ["l@ ™

Client HMI

@

HMI Server

GO Publ

M BM EM  H|  Em
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Process Recorder




Alarm/Event Analysis — Typical Workflow

e Check alarm list
e Find causes

e Analyze Trends
e Find causes
e Compare with older events

e See recorded process TR

NEVA) Compare with healthy states
Screens | 7 Ny




Process Recorder

i . . _ Analyze Process Screen
Workstation Client BilorlkatitiorCatinht o e

= 1] | p —

e ey ——

B

\ = . =10 o
‘ ‘ : o O e
| 4 4 > P
—r Redundant
Endi ) Server Pair
ngineering

Workstation

oo m

IEDs, Protection Relays...



Home Alarmstatus - Sequences Substation General ~/ zenon
GSE
I 602.65A L o0.00A I 790.33A
V. 379.94 kv V. 0.00 kv V. 379.83 kV
S 228.97 MVA S 0.0UMVA S: 300.19 MVA
P: 208.36 MW P-  0.00MW P: 27317 MW
Q@ 94.30 MVAr Q@ Q0UMVAr @ 124.46 MVAr
¥ O G YO
[] Variable name Variable st... ; in ;
320-A1 = =
o/_DIROOG... SPONT 2110201610 NI 380KV_DIROO1.. 379 21102016 10.. NI
380-B1 I ~ | NN SPONT 21.10.2016 10... | NJ 330KV_DIR0D1... | 55.70 SPONT 21.10.2016 10... | Ni£
hd 2 220KV_DIRO15... SPONT 21.10.2016 10... | NI 330KV_DIR004... | 53.80 SPONT 21.10.2016 10... | NI
L 35234 A 220KV_DIRO15... SPONT 21.10.2016 10... | NK 220KV_DIR014... | 611.41 SPONT 21.10.2016 10... | NI
= V. 379.69 KV 220KV_DIR015... SPONT 21.10.2016 10... | NI 380KV_DIR007... | 241.21 SPONT 21.10.2016 10... | Ni#
S 13378 MVA 380KV_DIR003... SPONT 21.10.2016 10... | NI 330KV_DIR001... | 353.80 SPONT 21.10.2016 10... | NI
P 121.74 MW 380KV_DIR003... SPONT 21.10.2016 10... | NI 380KV_DIR007... | 379.59 SPONT 21.10.2016 10... | Ni#
3 Q  55.47 MVAr L 0.00A 380KV_DIR00G... SPONT 21.10.2016 10... | NI 330KV_DIR001... | 122.24 SPONT 21.10.2016 10... | NI
V. 000KV 380KV_DIR0OG... SPONT 21.10.2016 10... | NI 380KV_DIR004... | 341.75 SPONT 21.10.2016 10... | N/A=
O S: 0.00 MVA
QP: ggg m“:‘;‘;r ariable name Variable identific... | Value
N
. ® 0 /
L b
I 608.90 A L
V- 21971 kv i = = 21.10.2016 10:43:07.000000
5. 133.78 MVA |
P: 121.74 MW
a MVA
ST ! Intervall riickwarts Schritt riickwarts Start Schritt vorwarts Intervall vorwarts Flayback
I 590.53 A
V. 219.73 KV \:1 0.00,:V
S 129.76 MVA ooy

PR

A T e :
| JJ21.10.2016 11:09:53 507 N2 20K _DIR005_LOCAL 1]
Alarm Overview _—. [ J12710.2016 11:09.51.547 M I110KV_DIR00S_MX_| 93.45

3 NIk

Open AML Screen



Process Recorder: Principle

Analyze Process Screen

e
;c:..,o: .&.:]‘ : 5o i i_/
N==——

5 Ethernet

Client Engineering

Replay mode y——
with time period filter

sever B2
Process Recorder
activated:
The server records

process data

Switch zenon Client to replay mode

Replay start time

o HM 1DE\MI

Process

Time period




Process Recorder: Version-Safe

Ethernet
Server E Client Engineering
Process Recorder % ——— Replay mode A
; with time period filter

activated:
The server records .
process data
Switch zenon Client to replay mode

Replay start time

o HM 1EE\MI

Process

< po— OREE 0] E ( - ( s Q) -




Process Recorder: Version-Safe (how-to)

ED:
» Project versioning active!

» Make project backup or raise version-
number

RT:
» Reload Runtime
» - Process Recorder creates bookmark

ﬂ COPADATA

Properties: Project: EE_PRO_SUBSTATION

2 File storage: Click here -=

|2 Metwork

5 Graphical design External reference:

|3 Interaction

-2 Runtime settings Versioning

{3 Functions Versioning active

{7 User Administration Main version: 5

{7 Alarm Message List

{23 Chronological Event List Time of backup:  13.02.2018 11:3&:18
T R [ | W




Aggregated Alarms

via
Equipment Model




Aggregated Alarms

Feeder 20
Earth -
<» Transformer 2 -

Variable B

Variable C



Why use Equipment Model?

Energy Application are always well structured
Use the structure in zenon
Engineering so easy — no alarm areas needed

» Stay on alarm areas if you don’t have a clear hierarchy in your application



Two Time Stamps




Alarm List

Alarmstatus Sequences

Filter profiles

Delete

Export

Set filter
[FHFHT, Rel:0d,1h,0m,0s]

Time received Feit kommt intern

29.01.2018 13:55:25.801000

29.01.2018 13:65:26.007702

BY4 coPADATA

Substation

General
Alarm Management
Total

Mot acknowledged

Acknowledge

Acknowledge page

Acknowledge all

Zeit kommt extern

29.01.2018 13:55:25.801000

A=0.206702 sec

Delete page

Delete all

Alarm function
=kKeine Funktion verknlpft=

Execute fanchon

Open help...

Time acknowledged

380KV_DIR005_XCBR_



Two Time Stamps

Internal Time
External Time
Resolution: pus (00h:00m:00s.000000)

» New additional time columns in AML and CEL:
Time received internal
Time received external

If remotely stamped event is received: both columns are set (e.g. IEC 61850)

If event without time stamp is received: only column “Time received internal” is filled
and “Time received external” remains empty

» Old time column “"Time received”
Shows external time stamp if existing, otherwise internal time



Why Internal and External?

» See if data traveled for quite a while

» Delta high: Check why
» Delta high: Importance of data minimized

ame o)

g 4
e 3

i
o




Load Flow Calculation




LFC - Load Flow Calculation

Symmetric

&

Y

» P



What can you do with LFC?

=

Za\
/ - = 4
=)
W=
()

4

l

Pre-switching calculation N-1 calculation




Pre Switching Calculation

Would I cause any
damage to my grid if I
execute this control
command?




280-41 21 o1 21 28041 Q8 9on a0 21 ‘ o1 21 1

o] om 380-A2
S a2 o] na001 o mnpy 02 o2 a2 P T
| ] O
i R, mé)oz mgm N L ssea . 45704A I
= v 37978 K v aree v 379 7m R
. 922'14 - - P 27452 MW P 200.01 MW
@ 1o o 82.82 MVAr @ 79.24 MiAr
- L 000A as s
O v 0.00 kv OHi O
m™ : T2 =
S 0.00 MuA
P- D.00MW
P = 0.00 MvAr

] QB
Switchgear Action type O O

e ——
Variable [10

1 ' DIR017_XCBR_RV

Interlocking
Active Unlock...| Unlack... ;150592 A
W 107.05 kv
P 271.22 MW
% more than allowed Topological interlocking = 66,36 MyAr

Topologi
ng operation in area with undefined status Topolog
with undefined status would incr Topologic
onnector under load Topologi
would not be supplied Tapolog
Tapolog interlocking
Topological interlocki
Targetfactual comparison

Unlock all Cancel
I
.Ul K - 4 | L I | L L
S5 0.00 MvA : i :
P 0.00 MW Ly \
o 0.00 MyA : :




State Estimator




State Estimator

/7
\\l\

4

l

=

= ZAN
Za\

M
M

20°

10°

By knowing
=P you can
calculate™—
in order to be
used for the
LFC



When do you use LFC and when SE?

» Small Grid/Substation » Large grid

» All Inputs and loads measured » No complete measurement
(and valid)




Alternative Data

Source




Alternative Variable Source

» Wrap a single point of information over several information sources meaning the
same

Monitoring and control direction possible

Switch over by manual or automatic trigger (e.g. quality flag)
ADP Variable doesn't extend TAG count



Alternative Variable Source - Use Case #1

m

m ((:A’f)_ - L _((:A.z) E’

XCBR_ADP is connected to preferred source
Switch-over by connection state variable

In zenon all three variables exist

No TAG count for XCBR_ADP

v Vv Vv WV




Alternative Variable Source - Use Case #2

IEC 61850 data model A | IEC 61850 data model B

ﬁu

v v

Protection relays from two different vendors
XCBR_ADP is connected to preferred source
Switch-over by connection state variable
(e.qg. if IED Vendor A is removed)

In zenon all three variables exist

No TAG count for XCBR_ADP



Alternative Variable Source - Use

zenon RT

Case #3

Redundant Front End processors
provide same information

LFC (in DMS application) requires valid
data at any time

If Variable A fails: use redundant
Variable B

If Variable A and B fail: use Variable C
(static, e.g. standard load)



GIS Integration
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GIS Editor

£ GIS Editor

File  Configure GIS controls...

=& CD_GIS
[+-4& Environment
[~ 4 Lines
/182
/206
/318
/319
/737
/330
-/ 320
/777
/" 787
./ 208
/340
/" 350

B Settings
Context menu (Collection)
Description
GEO coordinates (Collection)
Line color Ho.00
Line color fromALC ~ @SLD.777.DIR
Line color from limit

Line type Dash
Line width 3
Name 777

Line color fromALC
Ifan ALC element s linked, during the Runtime the

current ALC color of the linked element is used as..

+

ALC line

@SLD.182DIR
@SLD.208DIR
@SLD.747DIR
@SLD.787DIR
@SLD.318DIR
@SLD.319DIR
@SLD.320.DIR
@SLD321DIR
@SLD.330.DIR
@SLD.340DIR
@SLD.350.DIR
@SLD.380.DIR
@SLD.737.DIR
@SLD.206.DIR

[@SLD 777 DR

@SLD.ALC_2_Feeder_Top_1_5.Line_1_1
@SLD.ALC_2_Feeder_Top_1_5.Line_1_1

N
£
—_
—_
—_

N
£
—_
-
—_
—_

@SLD.ALC_2_Feeder_Top_1_5.Line_1
@SLD.ALC_2_Feeder_Top_1_5_1.Line_1
@SLD.ALC_2_Feeder_Top_1_5_1.Line_1
@SLD.ALC_2_Feeder_Top_1_5_1.Line_1
@SLD.ALC_2_Feeder_Top_1_5_1.Line
@SLD.ALC_2_Feeder_Top_1_5_1.Line
@SLD.ALC_2_Feeder_Top_1_5_1.Line
@SLD.110_X1_1A

@SLD.110_X1_2A

@SLD.110_X2_2A
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Substation

Alarmstatus - B
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GIS FAQ

Supports ArcGIS (ESRI) online maps

No export or import or additional ArcGIS layers
No use of native zenon elements or symbols
Supports color palette switching

Supports ALC

Supports Limit Colors

KMZ import possible

vV vV VvV VvV vV v V9



» Support of KMZ-files
» Fault location
» Decluttering

KMZ = zipped KML

KML = XML based description
of place marks, overlays and
paths for an earth browser

BY4 coPADATA




Upstream

and
Downstream




Looking for a multilingual SCADA?

» zenon Energy Edition speaks...
IEC 61850 MMS Client, MMS Server and GOOSE
IEC 60870-5-101, -103, -104 Master and Slave
DNP3 Master and Outstation
Modbus Master and Slave

And 300 other Languages (Protocols)

“I COPADATA



IEC 61850 Client




IEC 61850 Client Driver

» Key words for Host-name ($SCADA_SERVER1) Important if you change hardware
» Data set shown at RCB assignment Better overview for engineer

» 10 further improvements



Feature List — IEC 61850

6 AddCause: Parameter-change-in-execution

Dynamic Datasets
ACSE Authentication (IEC 62351-4)
Use your own variable names!

TUV sUD

» Ed.2 Service Tracking SERTIEIED
» Driver acts as communication Client (KEMA certified) ..
» “Direct operate” and “select before operate” support

. . . . IEC 61850
» Driver supports RTU time stamping and RTU quality Editiesin D
» Online browsing for process variables s e F it OO AL
» Offline browsing (SCL files)
» Definable Originator Category (orCat) ?
> File transfer * " SeniceType: SekectWitvalue
» Individual Trigger Options ! 2 ErrorCode: instance-in-use
4
4
4

Sequence of events list

|‘l?.02.2015 14:45:52 3B0KY_DIR208_XCBR_CO: SelectWithValue, error: instance-in-use, CO=0ff by station-control: ‘zenon: ATSZG-TBLO22 —= negative - addCause: Parameter-change-in-execution




IEC 61850 Certificate Level A’

Page 12

Mo. 30107068-Consulting 11-0188

Issued to: For the client system:
Ing. Punzenberger COPA-DATA GmbH COPA-DATA IECB50 - Driver for
Karolingerstr. 7B IECE1850 protocol; version 6.51.0. 4101
R020 Salzburg Hardware: HP Compaq de7800 with
Austria Windows 7 Professional x64

aid KEMAZ

The client system has not shown to be non-conforming to:
IEC 61850-6, 7-1, 7-2, 7-3, 7-4 and 8-1

Communication networks and systems in substations

The conformance test has been performed according to IEC 81850-10 with client system's . model and technical
issue implementation mmummmmmlmmmmmmum
w.6.51.04101", "TISSUES Implementation Conformance Statement for the IEC 61850 interface in COPA-DATA IECBS0 -
Diver for IECS1350 protocol with version “6.51.0.4101" and product’s extra information for testing: “PIXIT for COPA-DATA
IECE1850 Clent w4101

The following |EC 61850 conformance blocks have been tested with a positive resuit (number of relevant and executed test
cases | total number of test cases as defined in the UCA IUG Client Test procedures version 1.1):

1 Basic {18122) 12a Direct Control (377}
2  Data Sets 12b SBO Cantrol (89)

2+ Data Set Definifion (34) 12¢ Enhanced Direct Contral {
5  Unbuffered Reporting (15/18) 12d Enhanced S80 Control (8]
6  Buffered Reporting (19/22) 14 File Transfer (6/3)

This Certificate includes a summary of the test resulis as camied out at in the Metherlands UniCA Multi IED
simulator v1.21.0.5 and UniCA 61850 analyzer w421.03. The test is on the UCA IUG “Conformance Test
Procedures for Client Systern with IEC 81850-8-1 interface. version 1.1°. This document has been ssued for information
purposes only, and the onginal paper copy of the KEMA report: Mo, 30107068-Consulting 11-0185 will prevail

The test has been camied out on one single specimen of the diient system as referred abowe and submitted to KEMA by

COPA-DATA. The mamsacturer's process has not been assessed. This Certficate does not imply that KEMA
has certified or approved any product other than the specimen tested.

e

M. e
Regional Director Management & Operations Consulting Certification Manager
1 Level A - Independent Test lab with cestified 150 2000 or IS0 17025 Guality System

wemmav Amhem, the Netheriands. All righis reserved. Piease note Tat 3y SaCionic wersion of Tis KEMA cestficats |s povidsd B
FEMAT customer fof convenisnce DUmozes anly. 1tz prohined b update or change B In amy manner whiatsosver, mouading Gt ot Imied i dvding [t into pans.
Income the edectronic. ain the original paper version lssued by KEMA will prevall.

KEMA Mederand BV
310, 8812 AR Amhem P.0Box D025, 6300 ET Amhem  The Metherlands
T+31263560142 F+31283515458 salesfikemacom www.kemacom
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ZERTIFIKAT ¢ CERTIFICATE ¢

N gy :
@ lnfem%ﬂond IEC 61 850 C?rtlflcate Producl Service
Users Group Level A
No. ZE 15 07 90699 002
Issued to: For the client product

Ing. Punzenberger COPA-DATA GmbH
Karolingerstr. 7B

zenon Supervisor/Energy Edition

5020, Salzburg Version: 7.50
Austria HP Z440 Workstation
with Windows 7 Professional
Issued by: Cemfwmn Mark:
TOV SUD Product Service GmbH
Communication Protocols This cortification mark can only be used for
Barthstrasse 16 the product defined above.
D-8033¢9 Munich
Germany

The client product has not been shown to be non-conforming to:

IEC 6185 Edition 2 Parts 6, 7-1, 7-2, 7-3, 7-4 and 8-1

Communication networks and systems for power utility automation.

The test has been g to IEC 61850-10 Edition 2, the UCA International Users Group Edition 2
Ciem Test Procedures version 1.0 with TPCL® version 1.0_rev2 with the product’s protocol, model and technical issue
“IEC850.pdf (Chapter PICS)", "IEC850.pdf {Chapter MICS)", "IECB50.pd! (Chapter
TICS)" and product’s extra informadon for testing: *IEC850.pdf (Chapter PIXIT)",

The ing IEC 61850 i
cases /lolal number of test cases):

1 Basic Exchange (18/24) 9 GOOSE Control Block (2/2)

2 Data Sets(6/10) 12a Direct Control (7/9)

2+ Data Set Definition (5/8) 12b SBO Controf (9/11)

3 Substitution (3/3) 12c Enhanced Direct Conirol (7/9)
4 Selling Group Selaction (2/3 12d Enhanced SBO Controf (9/11)
4+
5
]

blocks have been tested with a positive result ynumber of relevant and executed test

Seiting Group Definition (5/5) 13 Time Synchronization (4/4}
Unbuffered Reporting (20/23) 14 File Transfer (6/8)
Buffered Reporting (25/28) 15 Service Tracking (6/17)

This cerlificate includes a summary of the test results as cared out at Munich in Germany with Anvil 3.6,0.0/3.7.0.0 and
Wireshark 1.10.7. This document has been issued for information purposes only, and the original paper copy of the TOV SOD
Product Service GmbH test report: No. 713060501-TR01, version 1.0 will prevail,

The test has been carried out on ane single specimen of the product as referred abova and submitted to TUY SUD Product
Service GmbH by Ing. Punzenberg 2r COPA-DATA GmbH. The manufacturer's production process has not been assessed. This
certificate does not imply that TUV SUD Product Service GmbH has centified or approved any product other than the specimen
tested

Muni
1&251‘:‘4—'—* [

Mwnzlo cavazzon Albi Kospiri
Technical Certifier Test Engineer
Publication of this d is allowed. Publ; i total o i part andfor reproduction in whitever way of the contents of the nbave mentioned

repori(s) is not allowed unless permission has been explicitly given either in the repori(s) or by previous ketter

! Level A - Independent Test kb with centified 1SO 17025 Quality System
* Test Pracedure Change List

Page 1 /2 According to the “TOV SOD Group Certification Rules™ please see reverse side.
TUV SUD Product Service GmbH - Zertifizierstelle - Ridlerstrafe 65 - 80339 Miinchen - Germany v




File selection

IEC 61850
client
configuration

Configuration

tool

IEC850 driver configuration

C:\Users\juergenriDocuments\FH Salzburg\Lehre\Labor 552015'\Labor 1WSEL487E icd

New Driver Import Quality

Import Variables. ..

—-1_10.0.0.70_E1Q03F1KF1

- E1Q03F1KF1CFG/LLNO/BERep01[BR]_DSetd1
- E1Q03F1KF1CFG/LLNO/BRep02[BR]_DSetl2
- E1Q03F1KF1CFG/LLNO/ERep03[BR]_DSet03
- E1Q03F1KF1CFG/LLNO/ERepD4[BR]_DSetl4
- E1Q03F1KF1CFG/LLNO/BRep05[BR]_DSetds
- E1Q03F1KF1CFG/LLNO/BRep06[BR]_DSetlt
- E1Q03F1KF1CFG/LLNO/URep01[RP]_DSetd7
- E1Q03FTKF1CFG/LLNO/URep02[RP]_DSetds
- E1Q03FTKF1CFG/LLNO/URep03[RP]_DSetls
- E1Q03FTKF1CFG/LLNO/URep(4[RP]_DSet10
- E1Q03FT1KF1CFG/LLNO/URep05[RP]_DSet11
gl 3F 1K GILLNO/URep06[RP]_DSet12

Tree of
imported

SCD file

Variable import
for selected
Report/Dataset

Using as Hostl =HostD

Using as Host1 =Host1

Found connection E1TQ03F1KF1
Loaded File C:\Users\juergenriDocuments\F
Found 1Connections

Found 12 Reports

Found Driver [EC 61850 Treiber

Found Driver IEC 61850 driver

Found Driver Siemens_IECE1850

Found Driver NR_IECG1850

Found Driver Alstom_IECE1850

Create Supenvi

Apply

Driver,
Connection,

IEDs ="

5.2_10.00.70_E1Q03F1KFT

Report
configuration for

%--Hostﬂ
) ¥ = 1003F1 KF1CFG/LLNO/BRep03|BR]_DSetd3
Connections | ¢ i Hn=tl
al Variables in Dataset
Functional Constraints (FC) Quality Variables Create
(JsT [Jmx []JsR []sv []JcF []sP [] QualityVariable Cancel
ance

Wariable Search:

E1Q03F1KF1IET1Q03F1KF1CFG/S52AXCBR1/Pos/stVal[ST]
ET1Q03F1KF1IETQO3F1KF1CFG/S52AXCEBR1/Pos/g[ST]
E1Q03FTKFTIET1QO3F1KF1CFG/TE2AXCBR2/Pos/stVal[ST]

ET1Q03F1KFIIETQO03FTKF1CFG/US2AXCER3/Pos/q[ST)
E1Q03FTKFTIET1Q03F1KF1CFG/W52AXCEBR4/Pos/stVal[3T]
7t Q03FTKF1IETQ03FTKF1CFG/W52AXCER4/Pos/q[ST]
E1Q03F1KF1IE1Q03F1KF1CFG/X52AXCBRE/Pos/stVal[ST]
ET1Q03F1KF1IETQO03F1KF1CFGfX52AXCEBRE/Pos/q[ST]

E1Q03F1KF1IE1Q03F1KF1CFG/TE2AXCER2/Pos/g[ST
E1Q03F 1KF1IET1Q03F1KF1CFGJUS2AXCER3/Pos/stVal[S

add add all remove remove all [ ] Quality-REMA

E1Q03F1KF1IET1Q03F1KF1CFG/X52AXCBRE/Pos/stVal[ST]
ET1Q03FTKFIIETQO03FTKF1CFGUS2AXCEBR3/Pos/stVal[ST]




Communication protocols within a station

Dispatch Center
IEC60870-5-104 master

Web client

Engineering Client
WS WS STATION Computer

BCU
Bay Control Unit

N
BCU '~ R
Bay Control Unit S~
~

BMU = l@%@‘
Bay Monitoring Unit \\

. . IEC 61850
Protection —AEHM Protection GOOSE

BAY n IEC 60870-5-101/104

IEC 61850
client server

’ - BCU /’/ /’
Bay Control Unit
7 //

-_——

/
4

\ \ ,

e WEEE s

j Bay’Monitoring Unit
' »
—\E”M Protection

BAY 1

BMU
Bay Monitoring Unit




File Transfer (COMTRADE) BaaE

To CC via
IEC 60870-101/104,
DNP3

COMTRADE viewer
Substation HMI  suee—

X i

File transfer via:
« IEC 61850

« IEC 60870-104
« IEC 60870-103
 DNP3

- FTP

IEC 61850 station bus

EHM E‘HH m' IEDs, Protection Relays...




Feature List - IEC 60870

- HE

(W
60870-5-101, 60870-5-103 and 60870-5-104 IEC 60870

Driver acts as communication Master s
NUC redundancy

RTU time stamping is supported

“"Direct execute” and “select and execute”

COT (Cause of transmission handling)

Supports OSI communication logging

Online browsing for process variables

File transfer (monitoring and control direction)

Slave through zenon Process Gateway

VvV VvV VvV VvV vV vV vV vV v v



DNP3 - Key Features

Master through driver

Serial or TCP/IP communication
Cyclical class poll

Supports unsolicited mode
Supports Real Time Stamping
Slave through zenon Process Gate
Security Version 2

vV vV v v v v Vv

ﬂ COPADATA

|Gena|al | Com | Options |Cor1r1eciion5

Data link

(@) IP (TCP/UDP)

Metwork connection:

|Ethemet 4

. HE

Application

UTC time

Pulse duration

Enable UDP connections

Local UDP Part:

[] Enable TCP dual endpaint mode

Send frame timeout

Half duplex

Double point mapping:

EEE
DNP 3

€ g Porsmcmge COPR-DATA G bl

General Authentication

Net ("I None (") 5Av2 comp. (@) 5Av5
address: Friendly name:
1 | | | Keywrap type:
|.¢tES—256 Key wrap LY |

Connection (IF):

Update key
| faat63065e 174a0bs 2632 1cfc72a02165302711c8155406b35fa 12896 |

192, 168.0.2, TCP:20000

Source address Dest. address
(Jocal): (remote): Session timer [s]: Session counter:  Max. error reply:

Reply timeout [ms]: Retries: HMAC type:

192.168.0.1, TCP:20000

I

| 10000 |HmaC sHA-256 16 Byte vl

I

Keepalive [s]: Error wait time [s]: Aggressive mode

!

[] Authentication for responses

]

Foll f Unsolicited messages Advanced

Al dasses Integrity interval [s]: Max. APDU size:
Inital wait time [s]: I:I

ntir 3 ici ki esync LAN
Class 1 Eventinterval [s]: D nsolicited L

VENTI o d Il on 1IM1.1,ITN1. 2, TIN1. 3
Class 2 Eventinterval [s]: D nsolicited D ass poll o T

|:| Mo time sync on IIN1.4
Class 3 Event interval [s]: [ unsolicited

[] Mo integrity poll on TIN2.3

Delay measurement (Timesync)




IEC 60870-5-101/104

Slave
(Process Gateway)




IEC 60870-101/104 Slave Process Gateway

vV v Vv WV

Balanced Mode

Import/Export CSV

Remote restart

Robust against invalid requests

BY4 coPADATA

Settings

Settings

Configuration file

| IECB7DSLAVE. XML

Import...
(®) 870-104 (0)870-101 unbalanced () 870-101 balanced
IP Port
2404 Device Sector SOE 104 settings

Link &ddress Size (E70-101)

1
COM Part

COM 1
Baud Rate

9600
Deactivate standard DFI/DCS

[ ] mapping and use internal mapping
(not recommended).

Device & Mame
12,12,12.12 TEest
Add Delets

IP-Address of Master (807-104) Link Address of Slawve (370-101)

[ 2 .12 .12, 12 | 202116108

Name / Description

| TEest
Short Pulse Long Pulse
w00 |ms 2000 ms
Max. APDU size

253

Commands allowed

Directory for File Transfer

Directory for File Transfer in Control Direction

870-101 spedfic
COA Size COT Size I0A Size
2 2 5

Test Timeout

20 5

0K Cancel Help



zenon Process Gateway

Data Points for dispatch center

The slave/server side of zenon /

Settings
Basics Protocol
Configuration file Import... () 870-104
IECBT0SLAVE XML _ d d S
e @ am0: Redundant Server
101 Settings 104 Settings
Link address size COM Part Baud 2404

1 - COM 1 - 9600 - g :
DP1/DCS mapping ze n o n

[] Deactivate standard. Is not recommended!

Devices
Device Name Device |Sector | S0E | 104 settings |

Identification \l/

o .0 .0 .0 0 \l/ |
e JEl  HM

BCU BMU Protection Relay

Statistic information

Y Mo. of Updates in 7?7 seconds

0 failed Updates

I |

Exxit l l Configuration l l Help

-..‘l COPADATA




zenon Process Gateway

The slave/server side of zenon

» IEC 60870-5-101 /-104 Slave/Server

DNP3 Slave/Server
Modbus Slave/Server
OPC UA Server

OPC DA Server
SNMP Agent

SQL Server

vV v Vv Vv v Vv

B

Il -
o 8

Data Points for dispatch center

B

Redundant Server

: : zenon
B 3

3 gm

BCU MU Protection Relay



IEC 61850 Wizards




Automated Screen Design

IMPORT UTILITY

WIZARD SYMBOL
SET

0
N B

“I COPADATA



First Steps

Substation HMI just by the use of SSD file

I m ©
132k Manchester/40kV/T1 Manchester/40kV/T2
anchester “uoltsges
< " .
©

SSD... System Specification Description (IEC 61850 SCL)

HMI Runtime

Manchester_40kV_T1 Manchester_40kV_T2

F4

F1 F2 F3
Manchester_40kV_F4

Manchester_40kV_F1 Manchester_40kV_F2 Manchester_40kV_F3




Result — SCT

Default Application Reports Control
9999 -001 -002
T T2
132Ky Manchester/40kV/TI Manchester/40kV/T2
Manchester <voltage>
<descriptions» Manchester/132k/
m B T2 w
@
am amz
BE1
40KV al Q2 03 o4
<voltage=
Manchester/40kV
L F1 F2 F3 F4
F1 F2 F3 F4
Manchester/40k\/Fl Manchester/40kV/F2 Manchester/40k\V/F3 Manchester/40kV/F4
%)

BY4 coPADATA



Result — HMI Wizard

ﬂ COPADATA

Configuration

IEC 61850 SSD Import

Import Import to screen
File: HelinksNEPA7 ssd | I:I Drag a column here to group by this column.
| Name | Type | Frame | Size
Symbols needed in active project symbol library Contains: % Contains: " Contains: % Contains: i
~ | Symbols Bild O tpEnergy Frame 0 1920 x 1080
|Iocd v b [Screen0 |tpStandard [Frame 0 [1920x 1080
" Import Symbols
Scale and layout
Global scaling factor
40 lil
x Y X Y
CeR REA
x ¥ X ¥
CTR IFL
x ¥ X ¥
DI FTR
x ¥ X ¥
oss e
x ¥ Ly
CAP Bay name position ®Top () Bottom
| | Cees | e




Result — HMI Editor Screen

COPADATA



Result - HMI Runtime Screen

Manchester 40kV T1 Manchester 40kV T2

F1 F2 F3 F4
Manchester_40kV_F1 Manchester_40kV_F2 Manchester_40kV_F3 Manchester_40kV_F4

ﬂ COPADATA



Top-down versus Bottom-up

| 2 | System Configuration Tool

= Configuration Tool

IED IED

ﬂ COPADATA



System Configuration Bottom-Up

T

ﬂ COPADATA



Datei Gerbeten Optionen Fensier e
SE %D i D e R

Feetbench BN B T o T
2 o Ve YT | Betmting
wiEm v e v
& Derapen ) T
0 8 Roadonmetn Lo
o B ammnn Tembs e i
@ neseten et for Mahrmathe viraben
I e o ystem-Yarabien
& ) Funkiionen =|
ﬁ Soachins
" o e ot
& tevnmrg
o g e
&
I}
&
s raperaien [ emaerszpainge
[T General
Metsddress
o (o) [ Senvername
Folling rate 1000 ms
Link Layer (TCF)
[ IF Por
 e— R e S
M 192168055 102
ladbus| |“ Exchan MODBUS_ENE.
ac drver.. P
Modbus MODRTU32 <« P address (redundant) IF Port (redundant)
SNMP DI\, Driver configuration, VPR 0
straton: { @, P— STRATONS?
straton: STRATON32 Apphcstion Layer (ACSE]
8y creste/eait amutston projct o e ———
8 oerete simuation project Tt -
X Delete Callad AP tille Called AE qualifier
8| Remove allfilters 1198811 2
Y Edit selected cell lUse Authertication
3 Replace tertin selected column,
B Properties
Q) Hep [ Feporing
mex sutoused URCEs 10 ) Use RepotHD for CB assighment
| Fuse peconiguec Tigops FCE assignment/dynsnic dstesets
¥/ Trg0p dats-change: Hostneme
2/ TrgOp quality-change: COSBG3E0
- 3 4/TrgOp dete-upciate
e - [ ﬁ\ E TrgOp inwgrty
4/TrgOp generebintamogation
Adders Type R e
5| ® O
SeraerIKSELIAXCBR FosST] TIMESTAMP L3
o oy ]
S IKSGL LB Pos/S0m T esC0] BODLEAN
SererlIKSOLYMEBA FouSa0w TIE0] ENTRTIME
SereIKSL1 BT Fo/SB0w oognotlenlCD]  OCTET STRING o [ conce
ServerlIKSGL1XCBA1/Fos/S80w orign oiCal|CO) ENUM
ServerIKSBL1/CBA1 Pos/S80m ciNalCD] B00LEAN
SR ————"] 1
SererlIKSBLLNCB Fou/Sa0m CheckE0] baros
Server1IKSEL1ACBA1/Fos/SBOJCO] VISIBLE STRING
ServerlIKSGLLHCER1 Pos/dST] uauTY 5
=
gl Tipe

Server1IKSGLIACBA Fow/avelsT]  DEFOS

© PLC browsing
® Fie browsing
ame  tome Tt
e z v 7 o

s s o T
K Alarm o acknowiedged oW m)0si0n SYSORY - Trerfr sVt
an o1 00000 Intern - Treoes e terne Vanablen
BatlBAT_TEST DBAORCCO/AutoManCHctbiodelCF] 8.0) 00050 TECE0- GBI
Bty BAT_TEST_DBIDRCC/AutoManCHi D] S 0100000 IECES) - KCE185)
BamaT TEST ECE - KB
BotlBAT_TEST. DB DRCCU/AutoManCtOper ctNafCO) " )00 TECHS0 - ECEIES)
Ba18AT_TEST, DBIDRCCO/AutoManCEOpec T(CO] 50 ) 000000 1CEW - Ce1E
Btk BAT_TEST_DBA/DRCCI/AutoMeanCHlOper TetCO] )00 ECH - CAIES)
SaeaT TEST tEces0 - censso
Bt BAT_TEST_DBADRCCO/AutoManCH/tSedST] " )00 ECER - REIESD
B2 84T TEST_ DBt DRCCY/AutoMonCeysvalST) M )00 ECE0 - KCE1ASD
Bat}BAT_TEST_DBAUDRCCO/AutehanCHVeST] 9D @) 00000 T - KCE150
Bt BAT_TEST_DBs/DRCCU/DERStop/chdodelCF] 8.1 000020 TECHS0 - ECE1ESD
BAIBAT_TEST,DEWDRCCO/DERSop/alDC] 5 ) 0005 ECE0 . Kk
Bt BAT TEST | TECES0 - CIESD

B BAT_TEST_DEDRCCO/DER S/ Ope s CO] M )00
BtlBAT_TEST_DBWDRCCH/DERStop/Opes-TICO] 9D ) 00300 TECES0 - G180
BaBAT_TEST_ DBt/ DRCCO/DERStop Opes Tet(CO] " )00 IECHS0 - CE185)
Bt BAT_TEST_DBWDRCCO/DERSIop/oiST] W) e TECEs)- K1)
St BAT_TEST_DB/DRCCO/DERStop/tSeiST] M 00000 IECHS0 - CLESD
BSIBAT_TEST, DBMDRCC/DERSIop/avatST) M )00 e - BcEiE
BotlBAT_TEST DBa/DRCCH/DERSopST] 10 ) 00000 ECHS0 - CIES)
BaBAT TEST_DEMDRCCO/DERS/ciModeCF] M8 ) 000020 I - Kceuso
Bt BAT_TEST_DBa/DRCCI/DERSerd[0C] w5 ) 00000 ECH0 - RCEIES)
SnBAT TEST EC0 - KCh18S)
Bl BAT_TEST_DB/DRCCO/DERSI/ Oper VO] M 100000 R - RIS

) BottBAT_TEST_DBI/DRCC/DERSe0 OperTICO} D) 0100 IECE0 - KCE) -
72 gearnt /72 gefiter /O selebtrt | 20 Togs vermende / unbegrent Tags vefugor
T

v



General

Appication Layer (ACSE)

v

Calling AP tite
111999

Called AF flle
1198911

|Use Authertication

Reporing
mex sutaused URCEs 10

Fluse preconigued TrgOps

¥|Trg0p date-changs
HITrgOp quality-change
¥|TrgOp date-updiate

I TigOp inegry

#|TrgOp generabintemogation

Met addess []

Sener name Senverl

Folling rate 1000 ms

Link Leyer TCF)

1P address (primary) IF Port (primary)

192 16B.0.55 102

P address (redundant] IF Fort {redundan)
[

Calling AE quaiier
12

Called AE qualifier
iF

[ Use ReportID for FCE assignment

FCE assignment/dynsnic dstesets

Hostname
COSBG36

Client configuration

Hostriame

ATSZGAFTO!

static RCB assignments

RCE name
UP1/LLND/brebXCBR_PosD1[BR]

W ) 00000

statically assigned RCB

Report-1D

ZENON_RCE
dynamic Dataset

DataSet

BE

dynamic DataSets

Name

A Oserten Al acknowledged SVORY - Trsbes i 5
9.3 Rerons Marms et acknowiedged oW m)0si0n SYSORY - Teber fur Sytem-Varibi.
I o an 810 00000 e - Troer o eterme Vanblen
b o BuBAT TEST DBAORCCU AukoanCOH cibdodelCF] 80000 ECaS)- RGBS
o e Batt/BAT_TEST_DBat/DRCCO/AutoManCr/e(DC) NS (1) 0000.00 [ECESO - IEC61450
1 Q) frktonen BaAT TeST
b oo BottBAT TEST DRWDORCC AusobanCEl Opes a¥alCO) 0800 TECHS) - ECo1A5)
= SatBAT TEST, DEaDRCCD ActohanC Ope TCO) W50 0) 000000 5. ceu
. JEL ooy BotlBAT_TEST_DEUDRCCO/AusoManCtiOper TestCO] M 1002000 ECHS0 - GB350
y Iolid 5ot BAT TEST DB/ORCCY AutoanCe/ST) wow ) ox00 i£ces0 - e
S i St BAT_TEST. DBMDRCCU AutobanCHtSa(ST] W 0000
G Botl@AT_TEST_Dst/DRCCO/AutoManCtyatvallST] M (1)002000 1ECHS0 - 1ECE150
& SallBAT_TEST, DEA/DRCCU/AutoanCHST] 190 1) 000000 i
8 ot BAT TEST DEat/ORCCO/DERSop/ctodelF] 8 0000 TECHS0 - ECe185)
BuBAT TEST DRADRCCO DXRSIop/dC] 85 00003 iece. ce
St BAT TEST heckiCOl TECES0- GBS
SatBAT_TEST_DEat DRCCD DERSop/ OpercVatCO] ) 5. ecessn
BatAT TEST DBaUDRCCO/DERStop/OpeeTICO] 14500) 00000 TECHS0 - RCEIA
S BAT TEST DBORCCY/DXRSop/Oper TextCO 000 ieces0 - ece1ssn
BBAT TEST, DEWDRCCO DERSop/aiST] WO ) w000 iEces) -
Batl BAT_TEST_DBst/DRCCO/DERStop/tSeld|ST] M (1)000000 [ECES0 - IEC61850
SuGBAT_TEST, DS/ DRCCD/DERStop VaTST) 1 o0 =
Botl/BAT_TEST_DBast/DRCCO/DERSLop A{ST] VD (1) 000000 IECH50 - IECH1850
BuBAT TEST DBWDRCCY/DERS cModelCH] W 1) 0n 0 ice
ot BAT_TEST DB DRCCO D8RS a[0C] 85 1) 00000 ECES0 - RGeS
SonAY TEST o 5880 ce1s
SuBAT_TEST, D6/DRCCU/DERSH/ Opar e CO] W 1000050 £CES0- RCB1A
Batl'BAT_TEST_DBat/DRCCO/DERSLy Oper. TICO} MFD (1) 0000.00 (ECES0 - IEC61450

72 gesamt /§72 gefitent /0 selebtiet | 820 Tags vermendet / unbegrenst Tags verfogbor

%4 mooson (A

\ 4

Verablenauina Py—

Data Ofsect

BAT_TEST_DBat/DRCCOSMASOUFFSet
BAT_TEST_DBet/DRCCOSST4OpTrmh
BAT_TEST_DBet/ORCS0SST4AuloMan

BAT_TEST_DBey/DRCS0SSTiModORAvel
FAT TEST DFislDRCAMSS O I

B5/0
Dt Olpect.

00

Data Ojoct Referance
BAT_TEST_DBat/DRCCOSSTSDERS
BAT_TEST_DBat/MMXUOSMXSTatW




System Configuration Top-Down

ICD — SSD
Files ; File

&3

SCD
File

L
=

CID CID CID
File File File

HM HM  EM



File selection

IEC850 client
configuration

Configuration

Wizard

IEC850 driver configuration

C:\Users\juergenriDocuments\FH Salzburg\Lehre\Labor 552015'\Labor 1WSEL487E icd

New Driver Import Quality

Import Variables. ..

—-1_10.0.0.70_E1Q03F1KF1

- E1Q03F1KF1CFG/LLNO/BERep01[BR]_DSetd1
- E1Q03F1KF1CFG/LLNO/BRep02[BR]_DSetl2
- E1Q03F1KF1CFG/LLNO/ERep03[BR]_DSet03
- E1Q03F1KF1CFG/LLNO/ERepD4[BR]_DSetl4
- E1Q03F1KF1CFG/LLNO/BRep05[BR]_DSetds
- E1Q03F1KF1CFG/LLNO/BRep06[BR]_DSetlt
- E1Q03F1KF1CFG/LLNO/URep01[RP]_DSetd7
- E1Q03FTKF1CFG/LLNO/URep02[RP]_DSetds
- E1Q03FTKF1CFG/LLNO/URep03[RP]_DSetls
- E1Q03FTKF1CFG/LLNO/URep(4[RP]_DSet10
- E1Q03FT1KF1CFG/LLNO/URep05[RP]_DSet11
gl 3F 1K GILLNO/URep06[RP]_DSet12

Tree of
imported

SCD file

Variable import
for selected
Reports/Dataset

Using as Hostl =HostD

Using as Host1 =Host1

Found connection E1TQ03F1KF1
Loaded File C:\Users\juergenrfiDocument
Found 1Connections

Found 12 Reports

Found Driver [EC 61850 Treiber

Found Driver IEC 61850 driver

Found Driver Siemens_IECE1850

Found Driver NR_IECG1850

Found Driver Alstom_IECE1850

Create Supervisio

Apply

Driver(s),
Connection(s),
Report(s)

IEDs ="

5.2_10.00.70_E1Q03F1KFT

configuration for
zenon project

—Reports
%--Hostﬂ
) ¥ = 1003F1 KF1CFG/LLNO/BRep03|BR]_DSetd3
Connections | ¢ i Hn=tl
i) Variables in Dataset =
Functional Constraints (FC) Quality Variables Create
(JsT [Jmx []JsR []sv []JcF []sP [] QualityVariable
Cancel
Wariable Search:

E1Q03F1KF1IET1Q03F1KF1CFG/S52AXCBR1/Pos/stVal[ST]
ET1Q03F1KF1IETQO3F1KF1CFG/S52AXCEBR1/Pos/g[ST]
E1Q03FTKFTIET1QO3F1KF1CFG/TE2AXCBR2/Pos/stVal[ST]

ET1Q03F1KFIIETQO03FTKF1CFG/US2AXCER3/Pos/q[ST)
E1Q03FTKFTIET1Q03F1KF1CFG/W52AXCEBR4/Pos/stVal[3T]
A03FTKF1IET1Q03F1KF1CFG/WE2AXCEBR4/Pos/g[ST]
1Q03F1KF1IETQ03FTKF1CFGfX52AXCBRE/Pos/stVal[ST]

ET1Q03F1KF1IETQO03F1KF1CFGfX52AXCEBRE/Pos/q[ST]

E1Q03F1KF1IE1Q03F1KF1CFG/TE2AXCER2/Pos/g[ST
E1Q03F 1KF1IET1Q03F1KF1CFGJUS2AXCER3/Pos/stVal[S

add add all remove remove all [ ] Quality-REMA

E1Q03F1KF1IET1Q03F1KF1CFG/X52AXCBRE/Pos/stVal[ST]
ET1Q03FTKFIIETQO03FTKF1CFGUS2AXCEBR3/Pos/stVal[ST]




zenon Logic




Built-in Soft Logic

VISUALIZATION

SOFT
LOGIC
IEC 61131-3
» Central database thanks to Runtime
universal integration
» No more repeat data
maintenance
» Offline simulation
VISUALIZATION
SOFT
PLC IEC 61131-3
Runtime
_>El=




Variable Object




Tag-based Information: Status Flags

TAG
Time stamp ext | Time stamp int Status flags

» Represent - by Combi Element
» React - by Reaction Matrix
» Set - by Command Input

» Examples:

Off normal (N_NORM) EDi A\

Selected (NET_SEL, SE_870) : B

Revision  (REVISION) =

Blocked (OFF) SM SWIBe8_Q REVISION,SPONT,T_STD

Locked (M 1) S SWIBes_S REVISION,T STD

BY4 coPADATA



Automatic Line

Coloring




Topological Coloring — how easy can it be?

» Totally graphic engineering

» Screen-/Monitor-spanning

» Secure feed and Multiple feed representation

» Topology Check based on this model

» Accessible via zenon API ®_E:|
1 L
m AN

» Reference (Alias)

BY4 coPADATA


http://intranet.sbg.copadata.com/teams/Marketing/Illus/Network Graphic and Elements/Monitor.png
http://intranet.sbg.copadata.com/teams/Marketing/Illus/Network Graphic and Elements/Monitor.png
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Topological Function Types

Line (poly line, tube)

Switch

Valve

Source Standard EE
Link

Terminator

Transformer

Disconnector

Generator Topology Package
Drain

VvV vV VvV VvV VvV VvV VvV VvV v VY

COPADATA



Screen Alarming




Guide the Operator

Aggregated alarms

Localized categorization of alarms

Analyzing status information for alarms
Based on alarm classes

Utilization on all dynamic elements

Status for active and unacknowledged alarms

vV v v v Vv

BY4 coPADATA



Optical guidance - Screen Alarming

[«

\ 2 7

<N

<N

<B
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Reporting




Reports

ocument, analyze and present process values

<

zenon

Use all data available Report

. [Testdata GE1
= Online
kv Status (kY] MW Status (Mw]  [A] Status [A]
. .
= Historian L I S — -
e ST
T e
- 24.10.2008 11:28:28{ 109.67|SPONT 51 544,
D O Cca I cu | a tl ons St tozo0s a0 R = S s mmsroT
i gioe Trseed e =
ST e 2 e
24.10.2008 11:28:48| 110, )212500001|SPONT ‘546.29998779296875{SPONT D
i gioe Trsee] e = i
e reeet . e
e e - S o
Sios oo et = SR
. i gy T TSR o
T T e = =
rl u T 2 e
i e BT T e e
i o s sresssrebronT = s sesererssordpron
T T 2 e
o 1] e = S T
i e e
T io e ioms fr = e
S e 2=
oo 2o o . =
vz e T
T ma e e = P
o T e
Siomm i g E T
e S oI
oo gios 125 o o SaeatsisspronT B
T o T
eI o = e o
i rgs G = St o
oo gios 11550 T Sroacdseon = |
[ ¥
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Wind Turbine Performance Report ﬁ

Zenon
Turbine Mumber: Turbine 10 Period Start: 6/16/2013 10:10:10 PM
Mominal Power [KW]: 1600 Period End: 6/16/2013 10:31:10 PM

Energy [KWh]: 958.092

Turbine Performance

0 20 40 &0 80 100
%o

W RUN N STOP 00 MAINT B FAULT

Power
8004 —— Power
" 1

600 LA /T A
5 400
:
T

2004

U . . J . . . | : |
ﬂ COPA'DATA 6162013 10:16:40 PN 6M1672013 10:23:20 PM 6/16/2013 10:30:00 PM
6/M16/2013 10:13:20 PM - 6M6/2013 10:20:00 PM - 6/116/2013 10:26:40 PM




... just a few Examples

Wind Rose Scatter Plot with Reference Curve
12/1/2015 12:00:00 AM 12/4/2015 12:00:00 AM 12/4/2015 12:00:00 AM 12/4/2015 6:00:00 AM
From To From To
Windpark Windpark
Projects Projects
Wind speed Wind Turbine North 1, Wind Turbine North 1 1 minute
Wind Turbine South 1, Wind Turbine North 2’
Wind Turbine South 2 ; 4
. B Equipment groups Compression
Indicator name Equipment groups

2500 kWh -
2000 kWh -
1500 kWh +
[ Wind Turbine North 1
[ Wind Turbine South 1
] Wind Turbine South 2 1000 kWh
500 kWh
0 kWh T - T J
0 5 10 15 20
— Reference curve 2000 kWh = Wind Turbine North 1 © Wind Turbine Norh 2
Average of Minimum of Maximum of
Equipment . Wind X "Wind "Wind "Wind | . .
group ~ direction v speed" ¥ speed" ~ speed" ~ e Horizontal indicator ® Vertical indicator "
E“m:‘ g ey Equipment groups ~ value value -
N 357 mis 0.00 mis 14.67 mis N lumins Horthis
NNE 0.00 mvs 0.00 mis 0.00 m/s Sl TR
NE 0.00 mis 0.00 mis 0.00 mis 7.0 mis 847.2 K
ENE 0.00 m's 0.00 mis 0.00 mis 7.0 mis 869.7 kWh

BY4 coPADATA



Command Processing




Command Control

SWID01 SWI002

» One or two stage commands 5"‘"‘“‘*
= SBO Block
SWIDO3Y  Command: CLOSE
» Two-hand control " [ Commond; OPEN/TRP |
Lock
= Ctrl = key Manual correction: CLOSE
Timeout functionality [ ———
: H H . Manual correction: OPEM / TRIP
Automatic consideration of Interlocking S
Accessible directly at the element, by function call or v entoce FAULTY
COnteXt menu Replace: INTER
. . . Replace: OPEM / TRIP
Complete documentation in the events list Status
. . . Status: CLOSE
Breaker tripping detection Status: OPEN / TRIP

revision: CLOSE
revision: JPEM / TRIP




Reaction Matrix
Topology

Screen (Display)
Variable (Status flags)
Driver/Protocol

Command
Processing

User Management
Language Table

Interlocking

ﬂ COPADATA



Command Processing Intelligence

SWioo1 SWinoz2 !

SWID0D

SWID03 |

110.00 kV

234.00 A
18.83 My | SWino4

17.55 MVAr

“Click”

Response variable?

Command Group?

Command Screen?

Selected in zenon Network?

Select before operate?

Interlocking by Tag?

Interlocking by Topology?

it

Send Command



Command Control (2)

COPADATA

Switch Gear

|§

Switch Gear

Identification

Interlockings

:
|§

Interlockings

Active interlocking

P
Select | execute

Select [ execute




Command Control (3)
IF Expression is TRUE then Command-Action
is Interlocked

» Interlocking triggered by the process
» Current process data dictates available commands 7 § CSWI.checl JCBR_DIRONN
. . —- & Double command: *_¥3C0 [OfF 0]
} AVOldS unwanted ma|funCtIOn i) Circuitbreakeer is closed: (01.Value = 1)
. . . - & Double command: *_X03C0 [ON,1]
} SUppOI‘tS the user In h|s aCt|OnS i) Circuitbreakeer is closed: (01.Value = 1)
_ _ _ A Lock: *_J00XRV
» Bay-spanning interlocking - @ Variables

& X01: STADDO_XCOOKKV_DIRD0DD_SWID00_JO0KXRY

Condition
Mame: Circuitbreaker is closed
Lagical link: (01 Value =1) [

Interlocking text:  Circuitbreaker is closed
[T Unlockable



Command Control (4)

110.00 kV
151.00 A
1215 MW
11.32 MVAr as
Qs

-

S lle

Interlockings

Circuitbreaker is closed

[ [mteroeking

BY4 coPADATA

Text Active Unlockable Unlocked Type

Circuitbreaker is closed Yes Mo Mo Action interlocking
Disconnector under load Yes Yesg Mo Topological interlocking
Voltage towards ground Mo Mo Mo Topological interlocking
Switching operation in area with undefined status Mo Mo Mo Topological interlocking
Area with undefined status would increase Mo Mo Mo Topological interlocking
Area would become unsupplied Mo Mo Mo Topological interlocking
Select | execute [ Unlock all

[ CLOSE || OPEN Cancel




Interlocking

» Define interlocking logic within zenon command action
or

» Use interlocking result (BOOL flag) of IED



Bay spanning interlocking — example

Switch "S1” cannot be opened or closed as long as the bay-switches connected to
one side of S1 on the bus bar are in close position

SWioo1 Swiooz SWioo1 Swiooz

| — = |
SWIN01 002 / . T SWioo1 SWiooz
o O = 5 TTo—Z8 O
A P L

l‘l COPADATA



Topology check

» Automatic calculation for the topological model
» Automatically considered for any command
» Predefined escalation levels

= Do not check
= Unlockable

» Not unlockable et

Topologic interlocking

Mame Status

Voltage towards ground unlockable

Switching operation in area with undefined status unlockable

Disconnector under load unlockable

Device would not be supplied do not check

Area with undefined status would increase ldn not chedk VI
do not ched:
not unlodkable

BY4 coPADATA



Switch lock

1000 kV ‘
161.00 A
1216 MW L
11.32 MVAr Qs Select / execute
Q9 GLOSE [ OPEN

(Gancel

» Disabled for other workstations
» Following safety rule “Prevent from

SWitChing" & ‘ mé Lock switch

u
| Iy

Lock code

1M

Comment:
Work to do

Lock | [ Unlock |

ST VN
-

User Blocking time Comment
JR 08.01.2014 16:58:02  Work to do

~ |

R COPADATA



Manual Correction

» Switchgear without control and monitoring
capability

(‘{ NN

X
R

i
Y&

B

TaWAYA

» Change status in the same way as with fully
controlled switchgear

Considered interlocking
» Considered in topological model

BY4 coPADATA



Replace (Substitute)

If monitoring data is invalid "N

If monitoring data does show wrong status

NN R

.
ga ¢

e I
» Overrule the remote information by REPLACEing B §'
the status GRH

Considered interlocking
Considered in topological model

BY4 coPADATA



Interlocking List

Switchgear Action type

. [userinput
Variable

380KV_DIR003_XCBR_RV

et b Individual column selection
Text Unlocked | Type .
- Filter

Cilter text T
Action interlocking Sorting

Feederis local Mo

Select / operate

B corADATA



Command Sequencer




Command Sequencer

Alarmstatus [

Distribution General

000A

0.00 k

0.00 MVA

).00
0.00 M

P 10369 M
¥ & o
O

CommandSequence

20 mv

2

N

D e, D)X /T

Schaltfolge Name #  Schaitfolg:

380KV_BU!
380KV_BUS_

_TO_BUS_B




Advantages of Command Sequencer

Old New (7.20)

» Command sequences needed to » Command sequences can be
be programmed in zenon Logic created and changed by operator
or external PLC » No engineer required

» Only engineer is able to set up » Communication directly with
and change sequences zenon driver

» Communication with IEDs via » Uses interlocking capabilities of
zenon Logic driver or via Shared zenon Command Processing
Memory interface - additional |
CompIeXIty //E;I]K‘u’ DIF‘.IZITIIIE XCBR_RV

> Interlocking programmed in Switching command: 330KV_DIR002_X...

zenon Logic or external PLC

f/;uw_omuuz_susn 1 RV f/?;nw_omuuz_susuz_w

Switching command: 380KV _DIRODZ B. .. Switching command: 380KV _DIRODZ B. ..




Command Sequencer

i L
!

-0

3 O 3 O l.n- 4 O L e 3 O 3 O lo.. 4 O



Programming vs. Teaching

380-A1
Home Alarmstatus - Substation General
380-B1
Nl X v oA R [AE T T ok [ 6
4 *Disconnect f... X
| Action selection
rkspace Switchgear # | Action
& EE_PRO_SUBSTAT 220KV*DIR005"™ Swi
: : 220KV_DIR00S_BUSO1_RV Switching command: 220KV_DIR005_BUS01_CO [ON, 1]
220KV_DIR00S_BUSO1_RV Switching command: 220KV_DIR00S_BUS01_CO [OFF.0]
[ 2z oot xcam v 220KV_DIRO0S_BUS02_RV Switching command: 220KV_DIR005_BUS02_CO [OFF,0]
e 220KV_DIR00S_BUS02_RV Switching command: 220KV_DIR00S_BUS02_CO [ON,1]
e 220KV_DIR00S_BUS03_RV Switching command: 220KV_DIR00S_BUS03_CO [OFF.0]
Swiching command: 2200V DIR00S 220KV_DIRO0S_BUS03_RV Switching command: 220KV_DIR005_BUS03_CO [ON, 1]
— 220KV_DIRO0S_EARTH_RV Switching command: 220KV_DIR00S_EARTH_CO [ON,1]
220K0,_DiRo0s_BUSD_RY
Sriching commend: 2200/ DIRDOS & 220KV_DIRO0S_EARTH_RV Switching command: 220KV_DIR00S_EARTH_CO [OFF,0]
220KV_DIRO05_LINE RV Switching command: 220KV _DIR005 LINE_CO [ON,1]
o s, s 220KV_DIR00S_LINE_RV Switching command: 220KV_DIR005_LINE_CO [OFF,0]
Switching _command: 220Kv_DIRDOS_E = = = . = = = .
220KV_DIRO0S_XCBR_RV Switching command: 220KV_DIR005_XCBR_CO [OFF,0]
Z: 220KV_DIRO0S_XCER_RV Switching command: 220KV_DIRO0S_XCBR_CO [ON, 1]
<
< > | 745 total / 12 filtered / 0 selected
No selection oK
<
& 1E 11 11 cels / 7 elements Iy s/6 75% ~ (5
0L R
S DIORDOS B
57 L Demo Supervisor e English -
’ n Local rﬁ‘ 29.10.2015 29.10.2015 16:46:23.146 110KV_DIR002_MX_| 486.91 ‘Waming Overcurrent
Alarm Overview O Standalone (9 164623 2 29.10.2015 16:45:53.396 T10KY_DIR008_MX_| 480.53 ‘Warning Overcurrent -




Command Sequencer

import options

Project simulation
atszg-Ipto24
ATSZG-TBLO22
INITIAL

Command sequences in proj...
Connect 747

Connect to Grid

Disconnect 747

Disconnegt from Grid

Existing command sequences
Connect 747

Connect to Grid

Disconnect 747

Disconnect from Grid

Add Overwrite

Simulation image

i

Command sequence na..| Collision treatment
7| v|

ATSZG-TBL022

Disconnect 747 overwrite

Remove

Workstation Client

BiorkktitioCépht

5] [

Zenon

Engineering
Workstation

Redundant Server Pair

N

ffﬂf.‘_:]{ti_)ﬂi_?.‘

Swiiching comimand: Z2000_DIRDJSX
I

Z20RCY_DIRDOS_LINE_R
witcriineg Comimizinid : Z200_IDIRDIS_IL
|

-"'Ffﬂ.:r_-.'-.l: ¥Ow_DIRDOS_BUs0l B

Swifiching comimand: Z20i0_DIRDJS 2

-""'fﬁﬂ':it BO_IDIRONE_ERRTH R

Swilichling commaind: Z3000_DIRGNS E

m

M

IEDs, Protection Relays...




Command Sequencer - there is even more!

ﬂ COPADATA

Od

zenon Function Redundancy One step
Skip steps User System
management variables

Import/Export Teaching Simulation



COMTRADE Viewer




COMTRADE Viewer Control

CSV-Export

WiAa) W iBea) Mic(a) MIGA) W FREQ

)D

IA AV LINC

e

v/ e e e e  —

7 lama

T
100000 150000
[ps] - Beginning event: 03.07.2003 08:06:51

M va(kv) B vB(kv) B vcekv) Bvsi(kv) B vs2(kv) B VIMEM(kV) B FREQ

/\/\ﬂ/\f\/\/\/\/\ﬂﬂ/\/\/\

\

\ / \/ avA b\i/ VT“'\]' b/ \// \// K// "/" "\

100000 150000 200000

[ps] - Beginning event: 03.07.2003 08:06:51

FSA - 1D:1

DFAULT -

T
100000 150000
[ps] - Beginning event: 03.07.2003 08:06:51

L SYSTEM 3% English
A Local 21.01.2016
] Standalone @ 17-0527

— 21.01.2016 17:04.:47 915 110KV_DIR01Z_Mi_I Alert Overcurrent

—
—»21.01.2016 17:04:47 665 110KV_DIR008_Mx_1 Alert Overcurrent

s
v

Open AML Screen




Home Alarmstatus . Substation General

)

IA JAVH LIAIC

Ao

ol

oy

ieinbiyu

-
-

i A A A A N A A AN AAWATAWA
s JAAAAANANNAAAANNRANARAANNAANANAAAANANAAARN N
B, LOEVENARAANARVARO RO RO VRN oA S
1 SYSTEM A= English
B Local 21.01.2016 —21.01.20161 5 Alert Overcurrent

— 2 21.01.2016 17:04:47 665 q % 503.26 Alert Overcurrent
O Standalone @ 17:05:27 ? - . .

o404 on4E

A zenon

Open AML Screen




Where to get?

COPADATA About us Solutions Industries Support News Downloads
COPA-DATA Group Products Automation Services Events myCatalog

Home > Documents and Downloads

B (L i i

Overview Documents and News Events Internal References
Downloads

» Partner Area of
» www.copadata.com

Documents & Downloads

15ELECTED SELECT S5UB CATEGORY SELECT FILETYPE

Search
Date % Title % Category % Sub category % Language Type % Size %  Actions
04/13/2015 Universal Regulator Control 1 'WPF Element - == *zip 16.37 KB z
04/13/2015 Temperature Indicator Contr... ‘WPF Element - == *zip 13.45 KB z
04/13/2015 Temperature Indicator Contr... 'WPF Element - == *zip 12.71 KB z
04/13/2015 Temperature Indicator Contr... ‘WPF Element - == *zip 1339 KB z
04/13/2015 Temperature Indicator Centr... 'WPF Element - == *zip 13.25 KB z
03/25/2015 Sankey Diagram Control ‘WPF Element - == *zip 33.74KB z
03/25/2015 Pareto Diagram Control 'WPF Element - == *zip 13.29 KB z
03/25/2015 ‘Waterfall Diagram Conkrol ‘WPF Element - == *zip 5.84 KB z
07/24/2014 Cos-Phi WPF Element - == *zip 15.41 KB z


http://www.copadata.com/

Multi Monitor

Management




Resolution Independent Engineering

Monitor management

Perfect process overview

No additional engineering efforts
Flexible monitor selection
Working with virtual monitors

v vV Vv Vv

ﬂ COPADATA



World View




Overview is everything

Worldview

Zooming
Panning

Scrolling -

Decluttering of screen items _
Direct station selection =

vV vV Vv Vv Vv V9

Navigator

Fully operational

I

Mattighofen
Mauthausen

Nettdorf
Ohlsdorf
Parten
Passau
Pfandl
Pleinting
Puchberg
Pucking
Ranna
Ried

=]
=)
_ 5
B corapaTA - ;
-|I- ==




Overview with the zenon Worldview

» Overview of the entire
production environment

» Level of detail based on
information requirements

» Versatile: for large production
plants, various locations, etc.

» Faster response times




User Management

&
Security




Secure Access Control

User management

zenon based
Windows based (Active Directory or AD LDS)

Authorization levels

User groups
Auto logout

B corADATA

Login

Current User

)

User

Login without a password

User Manager

Runtime profile

Administration

Username

“Login as User with the password "User
*Login as Operator with the password 'Operator
*Login as Manager with the password 'Manager

Password




Validated Security under IEC 62443

» Secure system
architecture

» Built-in configurable
security functions save
time and reduce risk

» Convenient updates help
you to keep up with the
latest security standards

» Features provide support
for the development of
secure automation projects

“I COPADATA

PHYSICAL

PERIMETER

DATA

» Binary data storage

» Runtime as a service

» Integrated / domain users
» Password protection for projects

INTERNAL NETWORK

» Latest operating systems and tools

» Network encryption » Signed files and setups

» Client authentication

POLICIES, PROCEDURES, AWARENESS

» Cooperation with IT experts » 100% in-house development

» Distributed systems



Alarm List

Event List




Know what’s happening - react quickly

Overall Alarmlist

Functions

| Aknowledge | e
_A:L page _A:IL All Total:
P

Conflguration Comment
AI a r.m Li St ‘ Automatic ” DELETE ] ‘
Name Received Cleared Active Text
CONC.concpt >>19.08.2008 10:02:05 < 19.08.2008 09: 0:00:05 too low concentration
pres.presp. >>19.08.2008 10:01:29 19.08.2008 10:01:: 0:00:25 too low temperature. 14.00
conc.concept >>19.08.2008 09:57:18 ‘too high pressure
temp.process >> 19.08.2008 09:56:03 << 19.08.2008 09:: :01: too high temperature
I n d i V i d u a I | C O n fi u ra b I e conc.concept >>19.08.2008 09:55:30 19,08.2008 09: ‘toe high cencentration
y g pres.presp >>19.08.2008 09:55:29 tow low pressure
. . . temp.process 2> 19.08.2008 09:55:29 too low temperature
W I d e range Of f I I t er se tt inas e o 1300200009513 R — o oo b concairtion
g g conc.concept 2> 19.08.2008 09:51:35 19.08.2008 09:52 too high concentration
N B temp.process >> 19.08.2008 09:50:02 19.08.2008 09:50. toe high temperature
D is Ia Of varia b I e hames IDS va I ues etc s pr——— e P —
p y 4 14 . pres.presp >> 19,08.2008 09:44:00 too low pressure

temp.process »> 19.08.2008 09:41:21 19.08.2008 09:41 ‘too low temperature

Alarm status line == T —
Logical grouping and prioritization

Linked help chapters
Alarms with obligatory acknowledgement and deletion
Online/offline print-out

Export (dBase, ASCII, XML, SQL)

temp.process >>19,08.2008 09:37:29 too low temperature

Alarm Grapl A

VvV vV vV vV vV v v vV Vv

COPADATA



Clear overview with resolution

Sequence of Events List

» Shows
= process-relevant events
= Error messages that cannot be acknowledged
= zenon system messages
» Event list
= wide range of filter settings
= individually configurable

= Display of variable names, ID,
values, current user etc.

= Absolute and relative time scale
» Online/offline print-out
» Export (dBase, ASCII, XML, SQL)

BY4 coPADATA

of ms

CEL
Foer
H1 [ rae
—————
T [
comes Tog-hame

11.09.2008 15:55.63.523
11092008 155544 604 Currentt_Erz1_svab
11.09.2008 155544694  Current!_Erz2_sved

" 644654 Currenti_Ver2_avad
11.09.2008 1:45:45 000

11092008 15.55.49000  Pressura_SW_UEB
11092006 155642340 Pressure Cambarg
1"

1109.2008 155650508 Temp. KA-Camburg
11082008 15:56:57.600  Temo. KA-Carmburg
nnnnnnnn 000 Pressure Cameerg
11.09.2008 155707163 Preasure Camberg
11.09.2008 15:50:03 281

18.05.2008 08:36.:41.153

16.02.2006 62:38.42.543  Current]_Er2t_svai
18092008 63.36:42543  Currentt_Erz2_wvel
18.09.2008 823642543 Currents_Vert_avad

5092008 08.36:42 543 Current?_VerZ_svad

System wos staried
NS En rerf. Of
NS

I~/
“.4 zenon







IEC 62439-3

© Ing. Punzenberger COPA-DATA GmbH
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PRP - Parallel Redundancy Protocol

SCADA SCADA

Server Standby

[ I [ I
% &

B




Supported Operating Systems

w il
'r nl o

Windows:7 Windows 8 Windows 8.1

Windows 10 Windows Server 2012 Windows Server 2016




How the COPA-DATA PRP Driver Works

User Applikation

User Space

Kernel Space

PRP Stack / Supervision TCP / IP

ETHO Driver

A

ETH1 Driver AR DT

LAN_A
LAN_B

BY4 coPADATA



Install PRP

Driver for the Two Adapters

@ Metwork Connections

N @ « Met.. » MNetwork..

Crganize «

=, | Ethernet
&lt raymond.co

Broadcom MetLink (TM) Fast Ethe...

2 items

— O *
v | Search Metwork Connections 2

- @ @

= Wi-Fi
!kp Starbucks

ﬂﬂ Dell Wireless 1310 Wireless-MN WL...

Netzwerk | Freigabe

Verbindung herstellen dber:

PRP Driver

El-? Surface Ethernet Adapter

Konfigurieren...

Diese Verbindung verwendet folgge Elemente:

DICIienthrMicrusuﬂ-N
_ICOPA-DATAPRP driver

ﬂ COPADATA

nghuare Eridge Protocol

.Q.Datei— und Druckerfreigabe fur Microsoft-Netzwerke
QQGS—F’aketplaner

wda COPA-DATA Multiple Netwark Protocol Driver (64 bit)

[ wbe Microsoft-Multiplexorprotokoll fiir Netzwerkadapter

< >

Installieren... Deinstallieren Eigenschaften

Beschreibung
Ing. Punzenberger COPA-DATA GmbH PRP - filter driver

Schlielfen Abbrechen




Bridge the Network Adapters

£ » Control Panel » Network and Internet » Network Connections »

Organize v
gg" Local Area Connection } L". Local Area Connection™ 11 ‘
Network cable unplugged | "> _ Disabled >
|

% %7 Realtek RTLB102E/RTLB103E Famil..
L". VMware Network Adapter VMnet8 | Wireless Network Connection l
—_— v

Anchorfree HSS VPN Adapter

Disabled Archa* ===
@ YMware Virtual Ethernet Adapter ... d DW154 Disable
Status
Diagnose

% Bridge Connections

Create Shortcut
Delete

Rename

Properties

ﬂ COPADATA



Configure LANs and Multicast MAC

LAN Multicast MAC

assignment Address

LAN_A/LAN_B assignment
Primary physical LAN

Secondary physical LAM

LAN_A/LAN_B Multicast MAC

Multicast MAC| 00

Error messages Error message

( f ) Two bridged adapters are necessary! Please configure your network bridge properly!

Cancel

l‘l COPADATA



See how PRP Works

Sent Ethernet

frames & PRP Configuration and Diagnostics H Received

Ethernet frames

Statistics

"~ Send count Das System kann die angegebene Datei nicht find

Faulty Ethernet
HEIES il AP

Receive count

If frames do not
match

Error count

Active: PRP works

Mismatch count

Inactive: Receiving no Link status
PRP supervision frames

Configuration Exit




Development System

(Editor)




raphic Editor

zenan Energy Edition - [@SLD - EE_PRi

File Edit View Screens Elements Control elements Tools Window Help
= & = 5 9 - - SR F-CR- O O KN [N N K e o
M- @A-F M p BB = Sy O CreateAProject N Y- X AR oo DND DO E [l (3 <P [ fy % aX

¥ @SLD - EE_PRO_SUBSTATION X -

1z|1:|w|15‘

i, TEST_ALC_VALVE ~ 2,8 & Wy By X = 7o & o
c, AutoProject

o, TEST (Status Kennung # | Description Fil name

o SEL
=-[@ EE_PRO_SUBSTATION (Start project) ECH1350 IEC250

=@ :3”5[')’:;8 IEC850_zenlED IEC850
& Data Types SNMP Driver SNMP32
B Reaction Matix Treiber far interne Variablen Intern
W Alocations Treiber fiir Mathematik-Variablen MATHDR32
@ Aarm Treiber fir System-Variablen SYSDRV
“8 Measuring Units zenon Logic: GSE_SUBSCR STRATOMNNG
Screens 2enon Logic: Meterin STRATONNG f
Dy Frames ¢ : 380-A1 2 330/ i
(5] Font Lists O —I_IO-_
@ Styles -330-31.
9 Color Palsttes
& Symbol Library
€3] Functions
m%' Language File
1 Historian
+-[#] Recipes
& Batch Control
& Time Control
/A zenon Legic (IEC 61131-3)
E Production & Facilty Scheduler
+ 4% Programming Interfaces
& Interockings
8 Command Processing
;6& Load Management
¥ Message Control
H Menus
& | Report Generator
-8 User Administration
7 SAP Interface
#-1~ Files

%2 Project tree | 22 Network topology 1< >

e [

+

+

T
£ ]

8 total/8 filtered/1 selected

<

*#%% Create changed Runtime files for project: "EE_PRO_SUBSTATION" - Runtime folder: "C:\Users\Public\Documents\z: A
project.cmp
project.ini

General

=) Driver simulation project

Identification:

Description: ##% 2 Runtime files of project "EE_PRC_SUB TICH" were created in the Runtime folder.

File name: IEC850 #%#% Create changed Runtime files for project: "EE PRO_SUBSTATION" - Runtime folder: "C:\Users\Public\Documents\ze
systemmodel. xml

Configuration: Click here -> ¥
project.cmp

Equipment Groups:  <Ma equipment group linked> project.ini

*** 3 Runtime files of project "EE_PRO SUBSTATICN" were created in the Runtime folder.

External reference:
#%#% Create changed Runtime files for project: "EE_PRO SUBSTATION" - Runtime folder: "C:\Users‘\Publich\Documents\z:
v

*%** ( Runtime files of proiect "EE PRO SUBSTATION" were created in the Runtime folder.
< >

[7) Property help Qutput window

Ready Mouse pointer: 1794/753 Mo element active




Object Templates

% ALC_? Feeder_Top_3 - EE_PRO_SUBSTATION x

Screen

HE TR, R Y ,E]_l ........

Blementname Vorschau Kategarie ~ --:. T
2

) -

ALC_2 Feeder Top_2 @ E.] o
n: - =

i | Ol G
ALC_2_Feeder_Top_3 B J .........
[
| -

n J ......
ALC_2_Terminator_L eft @ """ MOAT M = Ul Bl
Il - ———— ()
] SO/ & 110-B1 L 42 = b2
L I ‘;—; — .
ALC_2_Terminator_Right 0 < {T‘ '-|- ?
| a | Qo \ I Q0
o —.
ALC_3_Feeder_Top _i' Q ; q
i 1 Q9 Q9
- Q
ALC_3 Feeder Top_1 c}
(W]
Elementname # | Freigegebene Eigenschaft
110-X1
ALC_3_Feeder_Top_11 ]
=,
ALC_3_Feeder Top_1_1_1 e
O
ALC_3_Terminator_Left O
0
[
ALC_3_Terminater_Right [
|

ALC_CommandSelect

O]

ALC_CSWI
<




Redundancy




Redundancy - Simple

» Maximum data
consistency

Robust and secure

Seamless redundancy,
out-of-the-box

» Minimized sources of
error and risk

and Effective

SEAMLESS REDUNDANCY

Server Standby
= O] = O]

Server failure Standby

HIm jT

Server recovered =

Standby Server

RATED REDUNDANCY

Server

Standby

i
i



Impedance based

Fault Location




Fault location: Detection




Fault location: Detection

“I COPADATA



Fault location: Location

-..‘l COPADATA



Fault location: Isolation
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Fault location: Restoration




Fault location

COPADATA



Fault location

» Part of the Topology Package (DMS Package)
» Only star or ring topologies

B corADATA



Authorization




Multi Client

.

Model Based Authorization % ’

il g IREE

N
| | ]

zenon Client zenon Client

) zenon Client
BEE fEE
N el = B e V|
‘ Workstation Client Workstation Client 0 |

‘ Redundant Server Pair ‘




Fetch and Release

Execute function

Operating authorization in the netwark

(®) Fetch
i JReleaze

Equipment Groups
Jauthorization. 330kv. 182 []

il

m COPADATA

zenon Energy Edition

| = Thereis no operating authorization on this computer,

oK




Off Normal




Off-Normal (NORM/ABNORM)

- Current status | Normal status Status flags

+ Closed (1) Closed (1 SPONT, NORM
Open (0) Closed (1 SPONT, NORM, N_NORM Not OK

+ Closed (1) Open (0) SPONT, N_NORM Not OK

Open (0) Open (0) SPONT OK



Off Normal

» Normal Status can be set in Editor and in Runtime

» Runtime:
Command Processing
Recipe Group Manager

Summer Profile | Winter Profile

Switch A
Switch B
Switch C
Switch D

1

1
0
0

Default condition

Active

0

0
1
1

Mormal value;






